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ARTICLE INFO ABSTRACT

Background: Between a person’s birth and death more than a century ago, there were several

health issues. Many issues exist that are not resolved for each individual.

Additionally, the analysis of my research aims to lessen the issue of cost and duration of care. And
I draw the conclusion that this research will enable us to identify the appropriate medical issue.
Additionally, research is being done to determine how to resolve the financial obstacle that arises
throughout therapy. The criteria that prompted the creation of a certain system over a
predetermined amount of time are captured and discussed together with the timed establishment
of health information networks in this study. As a result, we shed light on such systems and offer

recommendations and avenues for further research.

Objective: The research aims to figure out the root cause of the issue, cut down on diagnosis time,
and conquer cost consequences. In order o foster better comprehension by the public, forecasts
and assessment, this study sought to demonstrate the necessity of reliable and trustworthy health
data management system that would enable both patients and physicians update disseminated
medical information and embark on data analysis. The downsides of the present health data

management systems are being studied.

Methods: Adhering to a summary of several research papers. I'm stopping myself in my tracks to
gather effectively analyze data that comprises a patient’s entire healthcare journey from the day
there were born. Consequently, I use an innovative technique that enters all medical facilities
using the Aadhar Card, transfers report files from doctor to doctor, and testing laboratories to

testing laboratories.

An investigation was carried out to find research papers and data on medical litigation, health
legislation, and actions in order to examine the development and specifications of health data
management systems throughout time. These materials came from databases owned by Elsevier,
the MEDLINE database PubMed, Scopus, Web of Science, and the Center for the Development of

Computing Machinery, as well as the Institute of Electrical and Electronics Engineers.

Results: Over the years, Algorithms that oversee information on health have had a radical
metamorphosis, moving from pen paper to computers, the online, the cloud based, on internet on
things, big data analysis, and ultimately. Developing the criteria that follow for a wellness system
for managing data have been made evident by descriptions of medical health files and how they
are handled.: (1) data from medical records; (2) real-time data access; (3) patient participation;
(4) data sharing; (5) data security; (6) patient identity privacy; and (7) public insights. Based on
these seven requirements, which have been the subject of several research over the years, health
data management systems. As far as we are aware, this is very earliest examination of historical
development of systems for regulating health that provides information about the system needed

to improve health care.

Conclusions: A thorough real-time health data management system is required, one that enables
medical professionals, patients, and other users to enter their own health and lifestyle
information. Better prognosis, diagnosis, and illness prediction will be made possible by the use
of big data analytics. The outcomes of the predictions will aid in the creation of a successful

preventative strategy.

Keywords: Health care, health information management, eHealth, the bitcoin blockchain, massive
data sets, and statistical mining, Internet of Things, medical research and mHealth.
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Introduction

Beyond the past era, the concept of controlling wellness being collected at a rapid pace have presented
additional information systems has changed. In order to deliver enhanced obstacles.

and more precise patient treatment, as well as making meaningful use of these records, health data
management has experienced disruptive shifts as paper charts gave way to computerized medical records in
the keeping of health information. This change is supported by the progress made in information technology,
which gave rise to several concepts multiple tools to control health data. The objectives of organic treatment
and scrutiny were frequently at odds with those health data management systems. The mismatch between
modern technologies' acceptance for biomedical treatment and research and their actual application is the
primary source of this misalignment. As a result, creating an altered layout for the wellness information system
is essential to closing this gap. This paper presents a more comprehensive the origins and heritage of health
data management schemes, supporting the expanding What makes up medical documentation. It also
addresses the challenges that exist within these systems, introduces the contemporary features that support
the growing volume of wellness details, and offers viewpoints and remedies aimed at improving the health care
ecosystem.

A variety of a mechanism to handling data pertaining to health been created as a result of the advent of EHRs,
which have revolutionised the health care sector by expanding service offerings, raising the standard of patient
care, and increasing real-time data access [2]. According to our understanding, electronic health records
(EHRs) give patients a longitudinal perspective of their medical history throughout their lives, as created by
the many medical organisations or providers that have treated them. The patient's biographical and
demographic data, previous and present hypersensitivity information, test and via radiography findings,
diagnosis and medications, and notes on advancement, and vaccinations are all included in these well-
organized and condensed records. However, documents demonstrating the person's assessment and course of
care are kept for academic purposes in a previous version of EHRs known as paper charts. Next, the phrase was
changed to electronic medical records, computer-based patient records, and, as of right now, computerized
medical documentation. Management of health-related information systems have changed all through time,
moving from technological devices to online, connectivity of everything, client to server based, and blockchain-
based due to breakthroughs in technology and the need to deliver more efficient and cost-effective healthcare.
Integrating big data analytics into Frameworks for tracking wellness information is becoming essential for the
growth of massive health care datails and the realisation that medical datails may be utilized in research and
governance. This creates new challenges for data aggregation and preprocessing from several sources to
provide insights, data security, and privacy in response to the rising number of data breaches and hacker
incidents. The categories and formats of health data This study examines the factors that must be taken into
account while putting in place a mechanism to handling data pertaining to health in order to improve patient
care and predictive analysis. mechanism to handling data pertaining to health will become greater precision,
operational, and economical by taking these criteria into account. To the best of our knowledge, this is the first
analysis to provide comprehension of the framework needs for improved health care by looking at the historical
evolution of health data management systems.

This study offers three main contributions. The study first offers a taxonomy a mechanism to handling data
pertaining to health according to their level of technical maturity, and it discusses the problems and challenges
that come with it. In the second section, we outline the evolving definitions of medical records and derive a
system's needs for managing health data. Third, the study offers perspectives on the field of health data
management system research as well as recommendations for future directions.

Related Works:

Systems aimed at handling health data are expanding to provide improved medical care. Two categories
encompass the literature assessments on these systems: Mobile health (mHealth) and electronic health
(eHealth) .

Study examines the effect of an electronic framework on the standard of healthcare in relation to eHealth. The
findings demonstrated that, with appropriate design, a health information system may both help physicians
and other healthcare practitioners with diagnosis and avoid medical mistakes. A unified definition including
the online, experienced players, recipients, online forums, and material related to health, and cooperation is
the result of a two-year examination of definitions of health and medicine. In this study, we identify further
needs for improved health care: patient engagement in monitoring and accessing medical data; privacy and
security; and public insights. Cunningham et al.'s [8] and Hans et al.'s [7] investigations centre.

Silva et al.'s [9] evaluation of mHealth applications and services addresses mHealth. It emphasises how crucial
coordination, integration, and interoperability across various mHealth apps are to enhance health care and
mobile device performance in terms of battery life, storage, processing speed, and network capacity.

We evaluated systems for tracking health data in this study using the seven criteria listed below, which have
been the subject of several studies over the years: Data from medical records, (2) real-time data access, (4)
sharing of data, (5) safe datails, (6) the patient's moniker protection, (7) public ideas, and (5) patient
engagement.
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Methods

We examined studies published publications, states wellness data lawsuits, health care rules, actions regarding
to the organisation of information from hospital files and the requirements of a technique for managing data
pertaining to health in order to analyse and investigate the evolution of technique for managing data pertaining
to health. A search of the literature from 1793 to 2020 was conducted via the databases of the electronic and
electrical tools. We choose the articles that discussed events that changed the definitions technique for
managing data pertaining to health, brought about the implementation of new systems, or included the
application of technology to improve healthcare. These studies' study indicates that patients are receiving
correct and effective care thanks to the adoption of new technology.

Results illustrates the many changes that health data management systems

have seen throughout time in tandem with the development of Governance of Health-related information
System information technology. A number of initiatives were launched Domain and legislation was
implemented during this development to raise Understanding the development of the underlying health data
the standard of patient care. The circumstances that led to the management systems and their constraints is
necessary before development of technique for managing data pertaining to meeting the demands of
biomedical care and research. Patient health are shown in Table 1. The limitations of technique for care criteria
should be fulfilled thanks to the capabilities of managing data pertaining to health shown in Table 2. technique
for managing data pertaining to health. Figure 1

Figure1. Wellness data handling system's progression.
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Tablel. Frompied changes in health data management syytems across time

Appropriate competenca Warpheological shift

Thea Zociety of the MNew York University

Couneil of Trostess A rule was pazzed to racord patient data for the purpose of mitizating hospital expanditores.

The Society of the Mew York University

Conncil of Trostess A deadly areument in an American statesperson and a politician led to the passage of a rula
requiring the recording of noteworthy medical cazes for purposes of education. The guidalins
stipulates that the cases that are documentad must be bound in 2 book so that govermars, medical
profeasionals, shdents, and patients’ fiends may examine them.

The Zociety of the MNew Vork University

Council of Trostees Iandate that 21l madical cases be kapt an file,

American College of Surgeons
Tao improva patient care, 2 hospital standardisation programme was crezted that standardizad the
format of medical docurmentation.

American College of Surgeons
To farther raiza the bar for medical record efactiveness, the The Americen Council of Canadian Record |
Librarians was foumded in
foumdad

Lawrence Wead

It was sugzested that medical records be kept on computers to ensble physicians to keep on the way of
their patients' care histories and to substantiate their reatment soratesies.

Medicara as well as Medicaid Centers

Services Mledicare and Medicaid legislation mandate medica]l murses to keep patiant racards for the purpose
to be reimbursed by insurance.

Lockheed Corporation
The Clinical Infonmation System, the first publicly accessible computer health data manazement systen,
was desizned for El Camino care house. The system has capebilities for managing phanmacies, arranging
appointnents, and ordering lab tests .

hlormaon Hospital, the school of Utah,

and threa To help physicizns with clinical operations, the initial clinical system of ziding decisions, named Logical
Processing's Health Assessment, was established. Based an an examination of a patient's test results, the
gyatemm aszisted doctors in dizsnosing cardizc contraction snd m deterrmining the right courss of action for
cazes of viral illneszaz,

Harvard University and hMazsackmsetts

General Hoapital Comypater Stared Ambulatory Fecord, the initial techniqoe to organize medical records on compuaters
that iz stackable, was put into uze, Through clinicsl mapping the system was able to recognize various
terminology used for the same condition and adapt clinical vocabulariss,

Indian Health Service
The objective of MPIC i= to keep track of patieant heslth data in crdar to prevent superfluous testing and
unwanted medication side effacts.

To solve the standardization ohstacles associated with the crestion and adaptation of health data
Haalih Lavel Seven management systems, electronic standards were developed. The standards made it poszible mechanism
for managing data related to health to incorporate parts from multiple manufactorers.

Instinute of Medicine A rezearch smady analysing the perks of electronic haalth record manazement initially employed
" Computerized care recards.”

In arder zafieguard patient the Hezlth Insurance Portability and Accountability Act was approvad,

US Cangress partaining to medical records. It incorporates features such as role-based access control, data encryption,
audit trails, and sutomated data backup.
ok itchall Whenever technological innovation and digital interaction are used for the electronic ransmission,
a preserving, and obtaiming kealth racords from both local and ramote locztions, the term "eHaalth®' was
created.
. For the next mobility care system, the phraze "mHealth™ was coined to refer to free to wire mohila
3 Lma}m and Fobert SH - medicine exploiting mobils conmmunications and nmitiple media teckmology .
Gumsher Evsanhach By combining public care and trading to bady care services, 2z well as defining eHealth's
y stakehalders and accomplishments, the definition of eHealth has broadened.
Stenhen S Dntille The phrase "uHealth™ originated to convey the software that makes nze of medical aquipment using
: biometric sensors to manitor and enhance the well being of patients
Haalth . A well defined definition of the plrase "selfness care records" was proposed, enabling peopls to
el care 2 maintain and access their medical history, with some parts made available to suthorized
participants in accordance with access handle rights.
Instininte for dmes

(Ome parsom invented the term "health records by alectric devices."
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Appropriate competence
FEE Morphological shift

Mazsachusstts Commormwealth A health care raform myvotes gaimed support in Maszackusstts, mandating firme with in exeess of
ten full-time amplovess to offer medical msurance coverage and enforemz a2 minirmom
requiremant on pacple to obtain health msuranca.

Elligtt Fizhar A collection of physicians, hospitals, and other haalthears providers that voluteer to offar their
patients with high-quality traztment in an effort to prevent neadless doplication of zenvicasz and
lower medical mistalcas are referred fo 2z "Aceountable Cara Organizations "

US Department of Tustice, Human ~ In ordar fo maprove the current initiatrres aitmed at stopping and minnnising the Hezlth Care
and Health Bervices, and Office of  Fraud Prevention and Enforcement Action, Medicare and Medicaid frand was foundad.
Inzpector General

U& President Barack Obama The geal of the Affordsble Care and Patiert Protaction Act, whan it was implementad, was to
merazse the coverage of inmrance for health care.

Tablel. Draw back of medical datails systems.

Medical data Drawback
managementsystem
Daper pen charts Wiriting by palm too zmall to read, leading to mizdiazrose: and martality has to be legally stored, becauss they might

e destroyed by ueemticipated occurrences like fire, water, rat:, and degemeration phrysically difficult o read,
recognize and look for accurate data on It is epceptionally costly and time-consuming to request and ther gat paper
charts for duplication.

Computer-taszed Patient: are forbidden to have access to their medical records, which are maintzired by the doctors. When zeeing a
patient, doctors muest jot down or commit to memory the pabent's medical information so they can enter it digitally
when they get back to the hospital, which could end up in miztakes.

Cliemt-zemver-hazed Patfient: are imable to ack the usage of ther data the problems with ope point of rejection, privacy, and :ecmity. In
addition, it might be challanging to sa2 a clisnts medical records from mose institutions cohesively. sometimes
necesaitates repeated medical tests, whick adds fo the fime, expenze, and impact on health izswes.

Cloud-based Data reliakility, ooty one pomt of rejection, a losz of datails stewardship and control, and the nead for an congomg
cornection to the mismet.
ToT"-bazed Patient privacy and data security are of the umiost importance.

Biz-data-hased Data usze from memy locations iz a costly, time-faking, and tipical procedure. The datail: need to be preproces:ed
becausze they are stored in various forms. Furthermaore, it might be difficult to ensure patiznt identify privacy and data
security withowt compromizing the data’s valoe for research and assessment

Blockchain-bazed The ledzer modifying procedurs acros: pultiple nodes is energy mtensive and has low threaghput problams. The ledger
updating procedurs acro:s ssveral node: is ensrgy intensive [38] and has low throughmut probleams.

“ToT: Internet of Thing.

Prerequisites for a mechanism for managing data pertaining to health

The concept of managing data pertaining to health has evolved significantly over the last century in response
to the need for both technical advancements and improved patient care. We analysed these disparate analyses
and provided justification for the definition throughout the rest of the text. It is crucial to remember that, as
the phrase "health data" management is rather recent, the listed define were receive from other "managing data
pertaining to health" was not used specifically. Table 3 illustrates how definitions of managing data pertaining
to health have changed over time, moving from being solely based on practice and education to be increasingly
client and research-based. As seen in Figure 2, we categorised health data management systems according to
seven criteria that support the development of the industry. Every figure number corresponds to a defined
found in Table 3.
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Tabled. The meaning: of medical records organization.

EMo

Period

Origin Siegler

Discription

1

(]

10

11

14

1763

1805

1041

1068

1068

1983

1987

2001

2002

2003

2003

003

2005

2008

13

Bieglar

Bayles and
Crordon[12]

Weed[14]
Weed[14]
Cymthia

[40]Dickeral

Eysenback[23]

Cameron and Tuartle-
Song[41]

Markle
Foundation[42]

HIMES1]

HIMSE[43]

AHINA"[44]

BackingandTro-
james[43]

HIPAATIY

“[...JtTame, illnesses, dates of each ocoumence, and the location of the patients” most recent arrival for sach
person received, died orwas released in the same marmer [.]7

“The houwse phyzician and hiz assiztamt will keep 2 record of every medical case that happens in the hospital and
that the attending plryzician thinks should be kept on file, under the supervision of the attending physician. This
paper will be properly bound and stored m the hozpital library for use by visitors, govemars, medical
profeszionals, surgeons, and stadents.

“Precizz and comprehensive medical records This comprizes personal and family medical history, the complaint,
the treatment for medical or sargical reasons, the everall or microscopical pathological findings, the progrezz
states, the final diagnosis, the conditton upon dizcharge, the follow-up visit, and, in the event of death, the
postmortem findings, in addition to the bodily eramination and amy special examinations (such 2z consuliations,
laboratory tests, x-rays, and other examinations)..”

“The computer iz ipnificantly contributing. The patient will receive instant empathy and comprebenzion from
hiz doctor. Inadeguate examination by the medical community can be preventad ™

“Orzanizs facts around amy jzsue. exhaustive lizt of all the izsve: facing the patient m addition, diagnosis along
with any further surprizing symptoms, Because the problems on the list are divided with categories, it is simple
to identify those that are urgently important ™

“Paper charts that a :ingle practice’s patients' medical and treatment historie: are available digitally so that
medical profeszionals can utilize them for diagno:i: amd reatment”

“Tlsers of electronic patisnt records are assisted by the presence of comprehensive and real data, alerts and alarm
from practitionears, systems for clinical support of chotces, acce:s to medical kmowledze baza:, and othar
rezgurces.”

“Biomedical informatic:, public safety, and enterprise, which pertain: to the delivery or improvement of Internet-
based health services and information, along with related teckmologie: 2 mindzet and a commmitm ent to networked,
global thinking to leverage ICTs to improwe health care locally, regiomally, and worldwide- Comnnmication
teckmalogy.”

“Diefails reparding the izsue iz contained in the subjective compaopert The coun:slor's obzemvations comprize
objective information. The plan part outlined the course of therapy, and the as:essment secton shows: kow dan
are geperated, analyzed, and considersd ™

“Computer program that allows people to see, manags, and share personal health information—as well as the health
ixformation of thoze for who they have zuthorization—in a private, safe, and confident.”

“A contimeous electronic health record for the patient produced by one or more interactions subject
characteristics, updates, problams, medicines, vital 2igns, and past illnesza:, wvaccinations, test remnlts, and
radiclogical repart: simplifies and automates the process of the clinician. An EHE. may produce a
comprehensive record of a clinical patient interaction. In addition, based on proof guidance, guality
marapement, and statishcs moritering |

“EHF:= emable In order to deliver safe, real-time, point-of-care, patient-centric mformation retrieval, they also
incorparate based oa dafa guwidance and allow patients to consult patient health record information whenever and
wherever they need i inveice, resource planning, results Teportmg, quality contrel, and the moontormz and
reparting of public healtk diseases.”

“A lifetime supply of health information that people need to make decisions about their health. Information is
kept in 2 private and secure settng, under the ownership and management of mdividuals, who al:o decide who
has access rights.”

“A lifetime supply of health information that people need to make decisions about their health. Information is
kept in 2 private and secure settng, under the ownership and management of mdividuals, whe alzo decide who
has access rights.”

“COme of the main objectives iz to safepoard the confidentiality of personal health knowledze. embrace newly
techmaology to raize the standard and effectivensss of client care ™

Figure2. Specifications for a system that monitors data related to health.
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Documentation for Surgical Files

Professional record data that depicts a patient's personality and health based on their personal and
demographic data can often be needed by a health records administration system, medical condition history,
ongoing therapy, laboratory test findings, and imaging results. Whether they are digital or printed papers,
medical records have always been a key component in the development of frameworks for controlling medical
data.

Actual Data

The definitions of health data management systems emphasised the need for real-time data availability as a
means of enhancing the quality of patient treatment. This mandate lowers the number of medical events since
doctors update their data later. Nevertheless, the computer- and paper-based health data management systems
are unable to meet this need. The clientserver-based management system [46—52], which gives doctors real-
time access to and updating power over patient medical information, brought about this demand.

Cooperation of Patients

Patients are unable to monitor the usage of their medical data since hospital or third-party cloud service
providers hold their medical information. As a result, one of the most important prerequisites for building
patient confidence in health data management systems is patient involvement in monitoring and accessing
medical data. Better prognosis and diagnosis will result from patient engagement in sharing lifestyle and health
condition information with doctors in addition to data access. Patients may now enter their medical issues into
an Internet of Things (IoT)-based health data management system, which uses sensors and medical equipment
to track their health and lifestyle [53—59]. A user-perceived examination of personal health record management
platforms reveals that patients need a straightforward, user-friendly solution.

Partaking

Since a patient's care is being provided by several healthcare professionals, partaking medical records is
essential. This will make it easier for other medical professionals to review the patient's medical history,
improve therapy, and reduce the need for repeat radiological and laboratory testing. We divided sharing into
three categories based on who was allowed access to the data, using the definitions listed in Table 3: (1) degree
1, which is sharing the patient's deliver medical organization; (2) degree 2, which involves sharing with the
patient's relatives and close associates; and (3) degree 3, and incorporates sharing with different medical
organisations and the government. The emergence of cloud-based health data management systems
complements the need for sharing [61—63]. However, the systems should allow interoperability in order to
transfer medical record data among other healthcare organisations and to make effective use of the shared
information. By managing, sharing, and storing medical data in a common manner, interoperability may be
attained. Medical data and photos can be stored in a number of common formats [64]. Analyse [65],
Neuroimaging Informatics The internet Vision and Technology Partnership [66], Minc [67], and
Communications in Medicine [68] are a few of the most used file formats for medical pictures. The American
National Standards Institute established Health Level 7 International as a health details care framework for
exchanging medical care data [20]. It contains guidelines for the administration, interchange, and integration
of EHRs. The interoperability of Taiwan's eHealth systems for data exchange was evaluated by Wen et al. [69].
This will improve health care by lowering the need for recurrent medical exams and prescription drugs. They
came to the conclusion that interoperability should be enforced.

Safeguarding

The protection of patients' private information is crucial in light of the rise in phishing and data breaches in
addition to the utilization of other service providers. Compared to the 477 alleged breaches of health data in
2017,

When health and lifestyle data is acquired using medical sensors and equipment from patients, or when cloud

service providers manage patient medical information, the need for security is even more critical. A research
published by Intel Security states that the health care provider's utilisation of cloud services has decreased since
the cloud service provider has not adopted cyber security procedures [71]. According to a survey, hospitals often
lose around thirty percent of their networked medical devices, which makes vulnerability protection more
difficult [72]. Nearly 61% of all IoT gadgets and sensors on a hospital network are susceptible to cyberattacks.
Blockchain technology has become widely popular and has entered the healthcare industry in recent years
[73,74]. Its goals include improving patient care by connecting disparate systems, increasing the accuracy of
electronic health records [75—81], and providing a more over patient-centric support system for official.
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Figure3. Era of big data.
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Confidentiality

Because medical fraud and counterfeit medicine sales are on the rise, a hospital information administration
system needs to protect patient privacy. Patient privacy needs to be weakened, thereby especially in view of the
expanding area of data analytics, which analyzes data from patient medical records. The goal of the a
blockchain-based health data management system is to remedy this issue.

Open Perspectives

To prevent potentially fatal scenarios, health condition prediction is essential. If appropriately examined, the
growing volume of health care datail [82] can help with health condition prediction. "Big data analytics" refers
to the collection, organisation, archiving, and analysis of large amounts of data in order to find patterns,
correlations, and other important information. Era of big data is depicted in Figure 3

Figure4.Personal medical information ecology.

Increasing
awareness of
patients

Expanding amount
of data and ideas
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~ Customand
individual remedies

More sophisticated
scientific
advancements

Digitalization in the
healthcare industry

The diabetes mellitus crisis, the rise in coronary artery disease restored on by eating habits and conduct
Personal health care data would be a huge public good in a variety of nations and areas of worldwide about the
growing patterns of Alzheimer's and dementia, research on the the gut microbiome and antibiotic abuse
[93,94]. Combining the knowledge obtained from significant programs like the Computational Health Sciences
and the Health Statistics Exploration Project [92,94] is essential for future developments in the field of both
commercial and people's health.
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Care data for the benefit of the public. Researchers and government officials may benefit from health care
data analytics in a number of ways, including improved chronic illness prediction, the creation of therapeutic
medications that work, more precise patient care, and the creation of a nationwide preventative strategy.
Table 4 presents systems for managing medical records are included in the ontology and assesses how well they
comply with the specified standards.

Tabled. The genre's heslth information handling syztems and the dorrect ones.

Davice Healthcare Actal'Feal  Partsking Cooperati Safeguarding Confident Open
dataily data on af 1ality perzpac
Datients tives
Accesz  Imput Stagel Staged
datz data
Stazel
Papar pan Parmit Mzjor Prevents Refises  Supports  Parmits  Probibitsthe  Lacks Lacks  Should
bazad
The postponements  Patientz  to let Dtz diz- petients”  charing of defenses strategies  not
capturing from patients  close guly  friends Patisnt data azzinat ta validate
of madical zsping disclose  withinthe and with ovberatacks  protecta  forcast
data for howtheir  their same family Friends and patient’s
carehouse
fanure use mdicalheslthdata toscoess  EEmily privacy
iz uzad izsnes thair info
Cormputer- Parmit Mzjor Prevent: Faefises  Solely Panmits Parmits data  Lacks Lacks Shonld
basad the Postponements  patientsto let supports  patiemts’  exchange defanses strategies not
capturing wvalidate
of medical from patients  data fFriends With federal  against to forcast
datz for sesing disclose  sharing and and othar Cvberattacks  protect 2
fomars nze redical patient’s
howr their  their batwean  family entitiaz privacy
medical hospitals  toacoess
healthdats 1= nsad their data
R iH
Customer Parmit Major Prevent: PRefises  Solely Panmits Permit data Lacks Lacks Should
basad zarvice The postponements patients  to let supports  patients’  exchange defanses sirategies not
capturing from pattents  data friends With federsl  azainst to validate
of checkmp zeeing  dizcloss sharing and And other cvberattacks  protecta  forcast
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Discussion

Principal Findings

In order to support more accurate determination, outlooks, investigations into biology, and public
understanding, this study has demonstrated the necessity of a secure and efficient health data management
system. Doctors and patients will be able to update and evaluate data from decentralized medical records
thanks to this technology. The original version of health data management was introduced about a century ago,
and it entailed physically inputting a patient's diagnosis and treatment plan on parchment paper. Later, based
on a bitcoin, internet, cloud, Internet of Things, big data analytics, and cloud-based health data management
systems emerged as a result of technological advancements. Together with the system's historical history, the
concept of medical records has also undergone modification. These definitions include the following needs for
a mechanism for managing health data: real-time data, data from medical records. The criteria for exchanging
and storing medical record data are met by the paper-based health data management system. On the other
hand, paper charts need a costly and time-consuming data exchange procedure, are easily misplaced, and take
up a lot of physical space. With time, Paper pen diagrams were replaced by digital ones in the same
specifications technological devices system.

In addition to clinical data, a client-server communication based health data management system was
established to satisfy the needs for real-time data access and exchange. With this technology, medical data may
be accessed online by patients and healthcare practitioners on desktop or mobile computers. One point of
failure, data division, system fragility, insufficient scalability, and significant dangers to patient privacy and
data security are some of its shortcomings. A cloud-based approach was used by medical organisations and
health care providers in order to reduce infrastructure costs and manage data fragmentation. In addition to
guaranteeing the patient's identify privacy, the cloud service provider does not guarantee the data's
security.With the introduction of the IoTbased management system, the demand of patient engagement to feed
their lifestyle conditions and medical data for improved prognosis and diagnosis was realised. Nevertheless,
given the rise in data breaches and medical sensor and device hacks,

An increasing supply of information related to healthcare is being examined to obtain insights to enhance
illness diagnosis and prognosis as big data analytics advances. Still, there are concerns about patient privacy
about how they are identified.

The blockchain technology, which has lately caught industry interest, has potential applications in the medical
area. Better patient care is possible when using a blockchain-based mechanism for managing data pertaining
to health, which meets all standards. Nevertheless, it has a limited throughput [39] and significant energy
consumption [95,96]. Increasing amounts of research are being done to address that outcomes. For example,
Milutinovic et al. [97] suggested the proof of luck consensus mechanism to solve the problems of energy taken
and provide low-latency, energy-efficient transaction validation. Scalable blockchain designs for healthcare
were developed by Ismail et al. [98] and Dorri et al. [99]. These architectures employ a clustering technique to
boost transaction performance. The essential requirements of a health care system are security and privacy,
especially for patients in light of the rise in hacking and data breaches. Furthermore, with the advent of
disruptive technologies like the Internet of Things and big data analytics, the use of patient engagement to
contribute health data to a health system is growing. In order to obtain insights and predictive analysis from
the data, big data analytics necessitates the exchange of medical records amongst institutions. This opens the
door for the development of a health data management system that will assist medical practitioners in
diagnosing and treating chronic illnesses more accurately. Furthermore, a system like this enables the public
to get insights from data in order to create a national preventative strategy for certain illnesses. The
blockchain's traceability feature guarantees the accuracy of the data, outlook and the system for decision
support. We propose an integrated digital currencies-, IoT-, and substantial data-based health data
management system to ensure the requirements of smart health care: instantaneous fashion access to data by
doctors and consumers, patientinputted health data through sensors for medicine and lifestyle choices,
security, privacy, and public insights. This integrated health management system should be scalable and
energyefficient in the research era of smart health data management systems, opening potentially new research
problems.

Conclusions

This report aimed to emphasize the necessities of a health data management system for biomedical research
and treatment. In summary, it covered the chronological development of blockchain-based health data
management systems from paper charts, as well as the reformation of the explanation of what modern EHRs
are called. Information from medical records, instant access, patient participation, communication of data,
data security, patient privacy, and general thoughts should all be met by the system. Better disease prognosis,
diagnosis, and risk prediction for the onset of chronic illnesses are made possible by the use of big data
analytics.
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Abbreviations

EHR: electronic health record
eHealth: electronic health
IoT: Internet of Things
mHealth: mobile health
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