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ARTICLE INFO ABSTRACT

Cyber security is now receiving a great deal of attention owing to the dependency
of humans on modern technologies and systems. As a result, defending these
systems from cyber attacks has evolved into an absolutely necessary activity in
today's world. An advanced persistent threat is a sophisticated cyber-attack in
which hostile actors acquire unauthorised network access and stay undetected
for a long time. Increasing numbers of sophisticated persistent threats are
assaults and risks to enterprises are documented. Machine learning is one way of
identifying sophisticated persistent threat assaults. Nevertheless, there is a
shortage of datasets that include the whole of an advanced persistent threat
assault lifetime, therefore this approach has not been addressed in many earlier
types of studies. This research intends to construct a new dataset that spans the
whole attack lifecycle of a complex persistent threat assault to identify normal,
reconnaissance, and data exfiltration activities. The new empirical dataset will be
depending on sophisticated persistent threat assaults utilizing tactics, and
strategies. In addition, this paper introduces MLAPT, a new machine learning-
based approach that can identify and forecast APT assaults in a systematic
manner with high accuracy and speed.

Keywords: Cyber, security, Information technology, Machine learning.

1. Introduction

The quantity, complexity, and diversity of cyber assaults continue to rise. Currently, cyberterrorism and the
rise of the Internet of Things are driving this trend (Conti et al., 2018; MacDermott et al., 2018). In 2015,
cyberattacks cost $3 trillion a year, and by 2021, they are expected to cost more than $6 trillion (Morgan &
Hackerpocalypse, 2016). This rising price has generated significant interest and investment in the study and
development of novel cyber attack defence systems and strategies (Epiphaniou et al., 2017; Al-Khateeb et al.,
2017). Even though virus scanners, firewalls, and intrusion detection and prevention systems (IDPSs) are
able to find and stop a large number of cyber attacks, Cybercriminals, on the other hand, have developed
increasingly sophisticated ways and strategies to get into the networks of their targets and exploit their
resources (Wu et al., 2022). These cybercriminals focus their attention on wireless and wired
communications (Salem et al., 2016; Sofotasios et al., 2020; Al-Smadi, 2020). Furthermore, many strategies
for defending against cyber assaults take into consideration the possibility that the attacker may give up and
move on to a less difficult target if the organization's network is sufficiently secured. Nevertheless, according
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to the findings of a research study conducted by Masarweh & ALSaraireh, (2021), this notion is no longer
accurate as a result of the proliferation of targeted assaults, also known as Advanced Persistent Threats
(APTs), in which cybercriminals and hackers aim their efforts at specific businesses and continue their
activity until they have accomplished their objectives. An advanced persistent threat (APT) attack is an
ongoing assault that is directed at a particular organisation and is carried out in numerous stages (Xing et al.,
2020). The primary objective of APT is espionage, followed by data exfiltration. APT is thus seen as a novel
and more complicated kind of multistep assault. Since APTs employ complex methodologies and previously
unknown weaknesses, they pose a problem for current detection methods (Wu et al., 2022; Alnsour et al,,
2023). Furthermore, the economic impact caused by a comprehensive APT assault would be enormous.
Investing in incursion protection systems (Alzahrani & Alenazi, 2021) is primarily motivated by the potential
cost of assaults. APTs are now one of the gravest risks to corporations and governments (Ahmed et al., 2021).
The majority of studies in the field of APT detection have relied on examining previously identified APTs
(Mazraeh et al., 2019) or identifying a single APT that employs a particular piece of malware (Chen et al.,
2019). A number of studies have sought to identify new APT assaults. Establishing real time detection (Zhao
et al., 2020), identifying all APT attack phases, balancing false negative and false positive values, and relating
events across a lengthy time span (Umar & Zhanfang, 2020) are nevertheless very difficult tasks. The current
body of study is promising. Nevertheless, reliable and timely APT detection continues to be a difficulty. This
study's major objective is to provide a CTI-based dataset to assist in the improvement of the APT model.
Furthermore, present a model to identify APTs assaults utilizing machine learning and conduct a comparative
evaluation of the methodologies used in the present study to validate the findings. The most important thing
that this body of research has contributed is a model that can identify APT assaults based on behaviour by
employing ML and making use of a fresh dataset that was built specifically for this study.

2. Related works

Current Intrusion Detection Systems (IDS) have difficulty detecting APTs, and study has been performed to
combat this sort of multi stage assault. The limitations of existing APT detection methods (Xing et al., 2020 ).
The detector employs dataflow monitoring to identify the connections between basic assaults launched
throughout the APT life-cycle. TerminAPTor relies on an user, which may be a regular system for intrusion
detection, to identify these basic assaults (Brogi & Tong, 2016). By modelling just two APT situations, the
researchers stated that the APT detector must be enhanced by reducing false positives. Chen et al., (2019)
introduces an APT detection technique depending on C&C domain detection. The study analyses C&C
communication and identifies a novel characteristic in which entry to C&C domains is unrelated whereas
entry to lawful domains is connected. Concerning the technique of detection that performed well when tested
on a public dataset, the scientists claim that detection may be readily evaded when infected PCs connect to
C&C domains when Internet users are browsing the web. In addition, failure to identify C&C domains results
in the failure of APT detection, as this system relies on detecting just one phase of the APT life-cycle. Xing et
al., (2020) explores a technique for APT detection that relies on spear phishing detection. To filter spam
emails, this method relies on computational and mathematical investigation. To distinguish between legal
and spam emails, the detection algorithm must construct tokens, which are groups of characters including
replica, here, click, Viagra and free.

Nevertheless, the spear-phishing emails might not always include any of the essential tokens for the
algorithm. As a consequence, a system that relies on a single step for APT detection fails when that step is
absent. Similar to TerminAPT or detector (Xing et al., 2020; Al-Smadi and Malkawi, 2020) develops a
statistical APT detector. The approach assumes that an APT experiences five phases, namely delivery,
exploitation, installation, command and control, and actions, and that each state contains several activities.
The created events in each state are statistically connected. The system demands extensive specialist expertise
for installation and maintenance. Nissim et al., (2015) proposes an active learning based methodology for
detecting fraudulent PDF. The above malicious PDF could be utilised in the initial stages of an APT attack to
gain access to the target system. The "known files module," which is reliant on white lists, reputation systems,
and an antivirus signature database, then screens all known benign and malicious files. Continuing this, the
compatibility of the remaining "unknown files" with PDF files is evaluated. This method only identifies one
phase of the APT life cycle. Chen et al., (2019) proposes a technique related to Data Leakage Prevention
(DLP). The method concentrates on discovering the previous phase of APT, which is database moving. The
information flow is processed by a DLP algorithm to identify cyberattacks and produce "fingerprints" based
on the characteristics of the leak. The suggested system makes use of external Cyber Counter Intelligence
(CCI) sensors to trace the place or course of leaked data. This method can only identify the data exfiltration
phase of an APT attack. Additionally, it is unable to perform real time detection since the CCI analysis unit
must wait for sensor data. Moreover, there is no assurance that CCI sensors could offer the needed
information on data fingerprints that have been compromised. However, this approach also creates privacy
problems since actors inside the CCI may access the information that is stored and transmitted by all
individuals who use the system. In Balduzzi et al., (2017), a functional prototype of SPuNge is demonstrated.
This suggested method relies on host-side data collection and tries to identify potential APT assaults. In the
first of SPuNge's two major stages, identified dangerous URLs are analysed. These URLs may be accessed



Firas Zawaideh et al./ Kuey, 30(5), 3636 4363

through HTTP(S) using a web browser installed on affected PCs. The computers that exhibit comparable
behaviour are then identified. This method relies on identifying a single APT behaviour, namely a malicious
URL connection, and disregards the other APT activities. In other words, If the detection method fails to
identify the malicious URL connect, the whole APT scenario cannot be recognised. Moreover, the technology
is incapable of detecting in real time. The document Chen et al., (2019) explains a context based methodology
for APT detection. The approach is built on the model of APT as an attack pyramid, with the apex
representing the assault objective and the lateral planes representing the surroundings associated with the
APT life-cycle. The model for detection demands extensive specialist expertise for installation and
maintenance. Existing APT detection systems have significant problems with real-time detection, a balance
between false positive and false negative rates, and the long-term correlation of events. This research
provides a novel technique for APT detection and prediction in order to overcome these flaws.

2.1. Machine learning

The primary objective of machine learning is to allow computers to learn without user intervention and to
alter their behaviours and conclusions accordingly. The two most common types of learning algorithms are
supervised and unsupervised (Sofotasios et al., 2020). Two parts comprise the machine learning (ML)
process: training and categorization. The objective of the training stage is to create a framework for
estimating or identifying hidden data properties and attributes. In the second step, classification, the
framework optimised during training is used with fresh datapoints to complete a specific job, such as
clustering (Epiphaniou et al., 2017). This study addresses a multiclass-classification issue; the most common
machine learning (ML) algorithms utilised for this type of issue utilising supervised learning method,
including eXtreme Gradient Boosting (XGB), Decision Tree (DT), Support Vector Machine (SVM), Nave
Bayes, Random Forest (RF) and K-Nearest Neighbor (KNN).

3. Methodology

This part explains how the suggested APT framework is built, how it will be used to reach future goals, and
what its key stages are. The suggested detection method involves many steps. The first step is the collection
and preprocessing of information, and the next is the categorization of datasets. Lastly, an M-L detection
framework is applied to the data for testing. The following are the key approaches and routes for APT
detection: Collect the information, Persisting pre-processing, Extrapolate the attributes and make use of the
feature selection, as well as divide the information into the components of training and testing. Construct a
framework, then assess it. The approaches of machine learning emphasise the development of explicit or
implicit models that permit the categorization of data changes. could employ ML approaches for standalone,
hybrid, or ensemble classifiers. The classification framework used can be divided into three procedure
categories: supervised, unsupervised, and semisupervised. Generally, the supervised approach is superior to
the alternatives. In intrusion detection systems, DT, Naive Bayes, Genetic Algorithm, SVM, and Logistic
Regression are ML algorithms. Four phases comprise the ML model creation procedure: data collection and
acquisition, data preprocessing, framework training and variety, and framework evaluation. There are various
jobs that may be performed in the pre-processing data stage; feature selection and normalisation are the two
essential concepts of this job (Kalbouneh et al., 2023; Umar & Zhanfang, 2020).
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Figure 1 displays the suggested model architecture for APT detection. The objective of the suggested strategy
is to solve a multiclass classification issue in which the model receives pure data labelled as "data
exfiltration," "reconnaissance, and "normal." The goal is to categorise typical traffic as normal, while all other
classifications would be considered assaults. The assaults signify the stage reached in the attacker's attack. If
the log is regarded as a slide, for instance, the attacker is in the third phase of the assault. The study employs
a data collection method depinding on packet capture. Applying the TTP and IOC, APT undertakes attacks to
compile such a dataset. APT's group tactics would also aid academics in their analysis and comprehension. It
took ten weeks for this study to collect data on the design of real-world cyber networks. And early on in the
data collection phase, we gave a base of people user and admin credentials so that we could replicate regular
and routine traffic. Throughout this period, business operations continued as normal at the firm. A network
administrator might, for instance, reorganise data, directories, and individuals, or change the data on a
website. There has been no malicious data on the internet to serve as a baseline for the usual traffic. Once the
network traffic baseline has been determined, specific data collection activities are conducted to collect it.
Several APT category assaults on the internet were launched. Each assault was conducted independently
over-time. The objectives of each assault vary. Each assault had the objectives of reconnaissance and
exfiltration of information.
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Fig. 2. Systems for Data Collection.

Figure 2 displays the data collection systems employed for this investigation. The diagram above depicts
several data collection systems. The network is subjected to APT assaults by the attacker (tester), and each
machine records each attack or manoeuvre. Using Logstash, the API Internet gathers the internet's logs.
Additionally, it enables incompatible apps to function together. Numerous methods were employed to collect
data. Initially, both free and paid CTI elements were utilised. CTI offers exceptional knowledge of current
APT assaults, TTP, and IOC. Next, SIEM systems were employed to link APTs data and behavioural patterns.
This level makes use of Moloch and SIEM (Arkime). The Moloch and SIEM shall gather information on
genuine APT assaults. They have carried out assaults during the threat driven APT method phases (Chen et
al., 2019) that APT categories monitor. The assaults utilized many methods to collect information about APT
threats. The gathering procedure focused on regular traffic in order to build a network baseline and get an
understanding of how normal traffic appears. Then several APT attacks were launched, resulting in increased
network traffic. Each assault should reflect the mission stage of the attacker and the strategies used at each
level: Various attack and regular operation traffic records were gathered. In all, 25,000 traffic records were
collected and categorised according to their normalcy or assault situation.

3.2. Data pre-processing
To reach a better output, the full dataset should be standardised before data mining techniques are used. In
database pre-processing, errors, incomplete data, and database standardisation are deleted. The present
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study employed full case analysis to account for missing variables. In a data with a broad numeric values
range, normalisation brings the numbers to a common scale. Normalizing data optimises various qualities.
Normalization accelerates the model training phase for classification algorithms utilising neural networks or
nearest neighbours. Some prominent normalising approaches such as decimal scaling. To normalise the
dataset, we use Min-Max normalisation to normalise all of the numeric characteristics within the range from
0 to 1 determined by employing the equation (Ahmed et al., 2021). Feature extraction describes techniques
that opt for or combine parts to form features, thus reducing the amount of data that must be processed while
accurately defining the real dataset. The data will be labelled after the extraction of characteristics and
generation of the CSV folder. Identify the dataset for each flow with the attack scenario's timing, the source
and destination IP addresses, and the protocols employed. The gathered dataset includes 25,000 items. The
dataset consists of several stages or classes, including Standard, Reconnaissance, and Exfiltration of Data.
There were 83 internet traffic characteristics retrieved. Before the feature selection process, a feature heat
map is made so that people can get to know the major characteristics and get a visual overview of them. The
total feature relevance was plotted to help people understand and use the heat map better. Feature
significance defines a collection of methodologies for evaluating characteristics of a categorization
framework, expressing the relative significance of each feature for creating a classification. The classification
algorithm is regarded as one of the most crucial processes in ML since it may have a substantial impact on the
efficacy and performance of an ML model [20]. Nevertheless, prior to adopting any attribute selection
approaches, an additional data cleansing step is required. Flow ID, source IP, destination IP, and timestamp
have been deleted. The characteristics may influence the categorization procedure by creation the classifier
biassed towards them and the cardinality of the data. In prior studies, the destination port was likewise
eliminated from the data. However, as this study focuses on exfiltration of data and APT attacks, this
component is required.

4. Results and discussion

In the present study, an APT detection method employing machine learning and a freshly produced dataset is
presented. To determine the efficacy of the suggested framework and the novel dataset, a comparison was
done with numerous m-learning techniques. Furthermore, the constructed dataset was utilised to assess the
validity of a previously employed methodology. Initially, the suggested model was compared to two
established classifiers: DT, and KNN. For a similarity measure, each classifier will employ the same number
of characteristics. Employing the ANOVA feature selection approach, the XGB was equipped to attain the
greatest outcomes with the smallest fewest characteristics. Hence, for all of this assessment, 9 characteristics
would be utilised to compare each of the other classifiers. By using the confusion matrix for precision, F-
measure, recall, and accuracy, the measures are assessed. Next, put the new dataset into a model from a prior
study (Abass et al., 2017; Bekhet, and Al-Smadi, 2016). They constructed a framework using an XGB classifier
on the KDD data. The full dataset, including all 45 characteristics, was included in their model. This
examination yielded the following results: 98.7 percent accuracy, 97.4 percent precision, 97 percent recall,
and 97.1 percent F1 measure. These findings clearly demonstrate that the produced data is genuine and may
be utilised to identify APT attacks. Significant assessment criteria are established in order to get an intuitive
understanding of the proposed model's primary concerns; for evaluating the effectiveness of the provided
framework, accuracy, precision, recall, and the F1 measure (Abass et al., 2017) are employed. Accuracy is the
accuracy rate of the model or the proportion of examples correctly classified by the classifiers. Precision is the
number of examples that a classifier accurately categorises. The recall is the ratio of the number of relevant
examples retrieved to the total number of significant situations. The F-measure is a statistic used to
determine a test's precision. In harmonic form, it is the sum of memory and accuracy. The PyCM was used to
acquire all metrics, measures, and assessment criteria. PyCM is a library for multiclass confusion matrices
built in Python (Min et al., 2018). Applying the confusion matrix to the measurements yields four potential
outcomes: TP, FP, TN, and FN. Figure 4 is an example of a confusion matrix for multiclass classification. In
machine learning, a multiple regression is a breakdown of simulation results for a multiclass classification
issue. It shows the result of a classifier's output on any dataset. It provides easy and apparent methods for
measuring the precision and effectiveness of a model. It is employed to tackle classification issues with
outputs that may be separated into two or more groups. This diagonal elements comprise proper or
acceptable categorization, whereas the other elements indicate that the categorization framework has
misclassified some items. Consequently, the classification model becomes more accurate and effective as the
diagonal members of the confusion matrix increase in value. For the suggested framework, a comparison was
conducted to assess the efficacy of all algorithms. Using the same data, eight characteristics have been
derived. The suggested model's confusion matrix. Regarding the confusion matrix, it is evident that the
suggested framework worked successfully in categorising each event into the right stage, with only a small
number of examples being incorrectly classified. A TP prediction is the detection of a situation that already
exists. Every time a TN test result is achieved, the absence of the condition is not identified. FP happens
anytime a condition is identified, even if it is not present. FN refers to the failure of a model to identify a
condition. These measures may be used to determine the TPR, FPR, TNR, and FNR.
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5. Conclusion and future work

A technique for detecting APT assaults was described in this body of study, and it made use of a dataset on
APT attacks that had just been constructed. The dataset was used to train a machine learning model that was
suggested to identify advanced persistent threats depending on several sorts of assaults. There were a total of
three different categories of data that were gathered: normal, reconnaissance, and exfiltration of data. Every
type of data stands for a different level that the attacker may have reached throughout their assault. The
suggested machine learning model for the identification of APT attacks was constructed on top of the XGB
classifier using ANOVA attribute selection algorithm. Only 9 out of the total 45 features in the dataset were
used in order to accomplish an impressive level of performance, which resulted in a detection accuracy of
98.92%. The suggested model was evaluated against other well-established ML classifiers, and it was shown
to perform much better than the competition when the findings were taken into account. According to the
plans for the future work, more research will be carried out to enhance this stage of the process by including
multi-label categorization into the model. In light of this, upgrading the suggested APT detection approach to
incorporate an inter technique will give additional insight into potential internet assaults.
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