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ARTICLE INFO ABSTRACT 

 In this research article, we have proposed a Graphical Password 
Authentication system that revolutionizes online security by employing 
image-based passwords alongside traditional alphanumeric ones, enhancing 
both usability and robustness. Resilient against common attack methods like 
brute force and spyware, it utilizes a MongoDB database and advanced 
encryption for data security. Our work is inspired by existing research, which 
highlighted the challenges of text passwords and the benefits of graphical 
authentication. Through a dual-layered authentication approach, combining 
image-based and alphanumeric passwords, security is significantly 
strengthened, particularly in sensitive applications like online banking and e-
commerce. Leveraging the MERN stack ensures a robust infrastructure with 
secure data storage and dynamic user interfaces. Our proposed algorithm 
introduces a novel mechanism for securing user details through image 
verification, utilizing Unsplash API, JWTs, and Nodemailer for email 
notifications. This system not only mitigates the limitations of text-based 
passwords but also meets contemporary cybersecurity requirements, setting a 
new standard for user-friendly yet robust online authentication systems.  
 
Keywords:  Graphical Password Authentication, Image-based Passwords, 
Online Security, User-friendly Authentication, Multi-factor Authentication 

 
1. Introduction 

 
In the contemporary information-driven society, safeguarding personal information is paramount, 
necessitating robust measures for securing information devices. Among the prevalent methods, password-
based authentication stands out as a widely employed security scheme. Traditionally, passwords consist of 
numerical digits or combinations of numbers and letters, collectively termed as text-based authentication. 
However, text-based authentication poses inherent challenges. The ideal password should strike a balance 
between being memorable for the user and resistant to prediction by potential attackers. Striking this balance 
becomes particularly challenging when users prefer shorter, more meaningful passwords for ease of recall. 
Unfortunately, shorter and meaningful passwords are susceptible to theft, especially when users resort to 
using the same password across multiple accounts. This practice significantly compromises security, as a 
breach in one account jeopardizes the integrity of others. 
Moreover, the increasing sophistication of cyber threats, [1] such as phishing attacks and malware 
infiltration, underscores the need for a more robust authentication mechanism that goes beyond the 
limitations of traditional passwords. These threats often exploit human vulnerabilities, such as the tendency 
to reuse passwords across multiple platforms or the inadvertent disclosure of sensitive information through 
social engineering tactics. 
Furthermore, the complexity of managing multiple passwords for different accounts can lead to user 
frustration and security lapses. Users may resort to insecure practices, such as [2-4]writing down passwords 
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or storing them in easily accessible digital formats, inadvertently exposing their credentials to potential 
attackers. 
To address these challenges, our project proposes an innovative solution – the integration of graphical 
passwords. Graphical passwords introduce a departure from traditional alphanumeric combinations, 
allowing users to create secure and memorable passwords through the selection of images. This approach not 
only enhances security but also aligns with users' preferences for meaningful yet memorable passwords [5]. 
In summary, our project endeavors to revolutionize information protection by addressing the limitations of 
traditional text-based authentication. The amalgamation of graphical passwords not only bolsters security 
but also prioritizes user experience and ease of use in an era where the safeguarding of personal information 
is paramount [6-8]. By leveraging a combination of innovative authentication methods, it aims to create a 
comprehensive and resilient security framework that prioritizes both security and user convenience. This 
approach aligns with the evolving landscape of cybersecurity threats and the imperative to safeguard 
sensitive information effectively in today's interconnected digital ecosystem. 
 

2. Literature Review 
 
Graphical passwords represent a departure from traditional alphanumeric authentication methods, offering 
users a more intuitive and memorable way to secure their digital accounts. One of the key advancements in 
this field is the development of graphical authentication schemes that leverage human visual memory. Unlike 
alphanumeric passwords, which can be difficult to remember, graphical passwords allow users to select 
images or graphical elements as their passwords. These images could be anything from familiar objects or 
scenes to abstract shapes. 
One popular approach to graphical authentication is image-based authentication, where users authenticate 
themselves by selecting a sequence of images or graphical elements. The sequence of images serves as their 
password, adding an extra layer of complexity and security compared to traditional text-based passwords. 
Image-based authentication schemes are often used in conjunction with graphical elements such as images 
or patterns, providing users with a visually engaging and memorable authentication experience. Another 
common concept in graphical password authentication is grid-based authentication, where users select a 
sequence of points on a grid overlaid on an image. The specific sequence of points serves as their password, 
offering a balance between security and memorability[9]. Grid-based authentication schemes allow users to 
choose meaningful points on the image while ensuring sufficient randomness to resist attacks. 
Recent trends in graphical password authentication include the exploration of biometric-based 
authentication methods, where users authenticate themselves using gestures, facial recognition, or other 
biometric markers overlaid on graphical elements [10]. Biometric-based authentication offers the potential 
for enhanced security and user convenience, as it leverages unique physiological characteristics for identity 
verification [11-13]. Furthermore, researchers are investigating the usability and security aspects of graphical 
passwords, exploring factors such as user acceptance and adoption rates, effectiveness of different graphical 
password schemes, and strategies for mitigating common attacks such as shoulder surfing and brute-force 
attacks. Usability studies aim to identify design principles that optimize the user experience while 
maintaining robust security. 
Moreover, the integration of graphical passwords with other authentication factors, such as traditional text-
based passwords or biometric markers, is an area of active research. By combining multiple authentication 
factors, researchers aim to create hybrid authentication systems that offer both security and convenience. In 
summary, graphical passwords represent an innovative approach to authentication, offering users a visually 
engaging and memorable way to secure their digital accounts. Ongoing research in this field focuses on 
advancing authentication methods, addressing usability and security challenges, and exploring new 
techniques for enhancing information security in the digital age. 
Graphical passwords have evolved as a user-friendly [14] alternative to traditional alphanumeric 
authentication methods. They leverage the inherent capacity of human visual memory, offering users a more 
intuitive and memorable way to secure their digital accounts. Unlike alphanumeric passwords, which can be 
cumbersome to remember and prone to being forgotten or written down insecurely, graphical passwords 
enable users to select images or graphical elements that resonate with them personally. This shift from 
abstract characters to visual cues enhances both the memorability and usability of passwords, ultimately 
contributing to stronger security postures. 
Click-based authentication is a prominent approach within graphical password systems. Users authenticate 
themselves by clicking on specific points or regions within an image. Each click contributes to the 
construction of a unique password sequence. The sequence of clicks serves as the user's password, 
introducing an additional layer of complexity and security compared to traditional text-based passwords. 
Click-based schemes often incorporate graphical elements such as images or patterns, providing users with a 
visually engaging and memorable authentication experience. Furthermore, click-based authentication can 
resist shoulder surfing attacks since the password sequence is not directly visible to observers. 
Grid-Based Authentication: Grid-based authentication is another prevalent concept in graphical password 
systems. In this approach, users select a sequence of points from a grid overlaid on an image. The specific 
sequence of points chosen by the user forms their password. Grid-based schemes offer a balance between 
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security and memorability. Users can select meaningful points on the image, such as landmarks or significant 
features, while ensuring sufficient randomness to resist attacks. Grid-based authentication systems typically 
present users with an image overlaid with a grid of cells. Users are prompted to select a predetermined 
number of cells in a specific order to construct their password. The selection process may involve clicking, 
tapping, or dragging actions, depending on the implementation. One of the advantages of grid-based 
authentication is its flexibility in accommodating various image types and grid sizes. Users can choose 
images that are personally meaningful to them, such as family photos, landscapes, or abstract artwork. This 
personalization aspect enhances user engagement and encourages stronger password creation. 
Moreover, grid-based authentication schemes often incorporate techniques to mitigate common attacks, 
such as grid distortion or cell shuffling. These techniques introduce variability into the grid layout, making it 
more challenging for attackers to predict or brute-force the correct password sequence. Additionally, grid-
based authentication systems may incorporate measures to detect and prevent automated attacks, such as 
rate limiting or CAPTCHA challenges. 
Click-based authentication is a notable method within graphical password systems, offering users a novel 
approach to authentication. Here's a deeper exploration of its features and advantages: 
 
Interactive Authentication Process: 
In click-based authentication, users engage directly with graphical elements, typically images or patterns, to 
construct their password sequence [15]. Each click on specific points or regions within the image contributes 
to the formation of a unique password. This interactive process not only enhances user engagement but also 
facilitates the creation of memorable passwords based on visual cues. 
 
Enhanced Complexity and Security: 
The sequence of clicks serves as the user’s password, adding an extra layer of complexity and security 
compared to traditional text-based passwords. Unlike alphanumeric passwords, which rely solely on 
character combinations, click-based passwords leverage spatial relationships and sequence order within the 
graphical interface. This makes it significantly more challenging for attackers to guess or brute-force the 
correct password sequence, thereby enhancing overall security [16]. 
 
Visual Engagement and Memorability: 
Click-based schemes often incorporate visually appealing elements such as images or patterns, providing 
users with a visually engaging and memorable authentication experience. By associating passwords with 
graphical cues, users can leverage their visual memory to recall the password sequence more effectively. This 
approach enhances memorability and reduces the likelihood of forgotten passwords or the need for insecure 
password management practices.[3] 
 
Resistance to Shoulder Surfing Attacks: 
One notable advantage of click-based authentication is its resilience to shoulder surfing attacks. Unlike 
traditional text-based passwords, where the password characters may be observed by nearby individuals, the 
password sequence in click-based schemes is not directly visible to observers.  Since the authentication 
process involves interacting with graphical elements on the screen, observers would not be able to discern the 
password sequence by simply watching the user’s interactions. This adds an additional layer of security and 
privacy to the authentication process, particularly in public or shared environments.In summary, click-based 
authentication offers a compelling alternative to traditional text-based passwords, leveraging interactive 
graphical elements to enhance security and user experience. By incorporating visually engaging elements and 
leveraging human visual memory, click-based schemes provide users with memorable and secure 
authentication methods. Additionally, their resistance to shoulder surfing attacks makes them particularly 
well-suited for use in public or shared environments where privacy and security are paramount. As research 
and development in graphical password authentication continue to advance, click-based authentication is 
likely to remain a prominent and effective approach for securing digital accounts. 
 

3. Overview of proposed system 
 

3.1. Supported Technologies and Algorithms 
The proposed system is a web application that integrates React for the frontend and Node.js/Express for the 
backend. On the frontend, React is used for efficient UI component creation and state management, while 
React Router enables seamless client-side routing. FontAwesome enriches the UI with scalable vector icons, 
and Axios facilitates HTTP requests to interact with the backend server. Component-level state management 
is handled through React's usestate hook, with Nanoid ensuring the generation of unique IDs. On the 
backend, Node.js/Express manages routes and business logic, interfacing with MongoDB for flexible data 
storage, facilitated by Mongoose for abstraction. The application utilizes the Unsplash API for image 
searching. Additional features include WebSockets for real-time communication, validation libraries for data 
integrity, and toast notifications for user feedback. Responsive design ensures adaptability across devices, 
while basic web technologies like HTML, CSS, and JavaScript form the foundation. Express Static File 
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Middleware serves static files, and CommonJS modules structure backend code. Overall, the system employs 
a modern tech stack and best practices to deliver a robust and user-friendly web experience. 
 
3.2. Proposed Work Plan   
 

 
Fig. 1 Flowchart of the proposed image based authentication system 

 
The system is designed to handle both new user registrations and returning user authentication seamlessly as 
shown in Fig. 1. When a new user visits the website, they are guided through a registration process that 
begins with providing their personal details such as name, email, and any other required information. After 
this initial step, the user is prompted to create a unique username and password combination. The system 
enforces password strength requirements to ensure security. 
Following the username and password setup, new users undergo an image-based authentication process. 
This process involves the user memorizing a sequence of images or patterns presented to them. The purpose 
of image-based authentication is to create a personalized and secure login method specific to each user, 
enhancing overall account security. 
For returning users, the authentication process is streamlined. Upon visiting the website, returning users are 
prompted to enter their username and password only. The system verifies these credentials against the 
stored data. If the username and password combination matches, the user is successfully authenticated and 
granted access to the website's content and features tailored to their account. 
In cases where authentication fails, such as incorrect username or password input, the system notifies the 
user and terminates the access attempt. This ensures that only authorized users with valid credentials can 
access the website's resources, maintaining security and privacy for all users. 
Overall, the system combines registration, image-based authentication for new users, and 
username/password authentication for returning users to create a comprehensive and secure access control 
mechanism. This approach aims to provide a user-friendly experience while upholding stringent security 
standards to protect user accounts and data. 
 

4. Result and Implementation Details 
 
Our algorithm plays a pivotal role in the design and functionality of our website, particularly in the 
registration and login processes. It ensures robust security measures while maintaining user-friendliness, 
thereby enhancing the overall user experience. By incorporating multi-layered authentication techniques and 
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dynamic visual elements, our algorithm elevates the website's security standards to meet contemporary cyber 
security demands. 
Some of the key steps any user will encounter while he visits the website is: 
● Registration 
● Login 
● Authentication status : failure or success 
 

4.1. Registration 

 

 
Fig. 2 Create your account with a graphical password by entering your username and 

password. 
 
4.1.1. User Registration: 
The user begins the registration process by creating a unique username and a secure password as shown in 
Fig. 2. Once the username and password are set, the user proceeds to the image selection phase, which 
involves three rounds. This step adds an extra layer of security by requiring the user to select images based 
on specific keywords, creating a unique pattern that enhances the overall security of their account.In each of 
the three rounds, the user is prompted to enter keywords into a search bar, generating a set of images related 
to those keywords. From each set, the user selects 4 images, resulting in a total of 12 images by the end of the 
process. This multi-step selection process ensures that the image sequence is both memorable to the user and 
difficult for unauthorized parties to replicate, significantly increasing the complexity of the authentication 
process.Once the image selection process is complete, the system securely encrypts all user details, including 
the username, password, and the selected image sequences. This encrypted data is then stored in the 
system's database, protected by multiple layers of security measures such as firewalls and access controls. 
This comprehensive approach to authentication combines traditional and innovative security measures, 
providing robust protection against unauthorized access. 
 

 
Fig. 3. Image shows a website used to set up a graphical password, where users choose images 

instead of text characters or Setting up a graphical password on a website. 
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4.2. Login 

 

 
Fig. 4 This figure shows the Login page whenever a user wants to login on the website. 

 

 
Fig. 5. Selected images in specific order to perform user authentication 

 
4.2.1. Login Process: 
The login process begins when the user enters their username and password. This initial step is crucial for 
verifying the basic credentials that the user provided during registration. The system cross-checks these 
credentials with its securely stored database to ensure they match.  
After successfully validating the username and password, the system prompts the user to select images in the 
same sequence they chose during the initial registration process. This step introduces a secondary layer of 
security that relies on the user's ability to recall a specific sequence of images. The use of image sequences 
leverages the human brain's strong capacity for visual memory, adding a personalized element to the 
authentication process. This additional verification method significantly enhances security by requiring 
something only the legitimate user would know. 
To prevent potential security breaches, the system presents the images in a random order each time the user 
attempts to log in. This randomization ensures that even if someone observes the user’s screen, they cannot 
easily discern the correct sequence of images. The user must correctly identify and select the images in the 
exact sequence chosen during registration for authentication to be successful. If the sequence matches, the 
system grants access to the user's account. This multi-layered approach, combining traditional credential 
verification with a dynamic, visual-based sequence, ensures a high level of security and reduces the risk of 
unauthorized access. 
 
4.3. Authentication Success 
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Fig. 6 Message Generated: Access granted! Secured with a unique graphical password. ️ 
 

4.3.1 Authentication: 
● System verifies credentials: The system compares the provided credentials against a stored database or 

authentication server [15-17]. 
● Success or failure:  If the credentials match, the system grants access and displays a success message. 

Otherwise, it denies access and prompts the user to try again. 
 

5. Dataset Description 
 
The dataset used in this project is stored in a MongoDB database [18] and encompasses user information 
vital for the functioning of the Graphical Image Password Authentication System. The system focuses on 
enhancing online security through the utilization of image-based passwords. 
 
● Data Source: 
The data originates from user registrations through the project's signup process. 
User details include email, username, and image-based passwords selected during signup. 
 
● Data Type: 
Structured data stored in a NoSQL format within MongoDB. 
Attributes include user email, username, and encrypted image password details.         
 
● Email:  
Unique email addresses provided by users during signup. 
Username: Distinctive usernames chosen by users during the registration process. 
Password (Images): Images selected by users during signup to serve as graphical passwords. 
 
● Data Size: 
The dataset grows dynamically as users register and contribute       information to the system. 
Each user's data includes email, username, and image password details. 
 
● Preprocessing: 
Encryption is applied to the image passwords before storage to enhance security. 
Validation checks ensure the integrity and format of user-provided information. 
 
● Usage: 
The dataset is utilized for user authentication during the login process. 
MongoDB facilitates efficient storage, retrieval, and management of user information. 
 
● Security Measures: 
Encrypted storage of sensitive information ensures user privacy. 
Access controls and authentication mechanisms are implemented within the MongoDB                                                                                                                                                                                       
environment  
 
● Relevance to Project: 
The dataset is fundamental to the successful functioning of the Graphical Image Password Authentication 
System. 
User authentication, security, and system robustness rely on the accuracy and security of the stored data. 
 

6. Experimental Result Analysis 
 

The proposed graphical password image authentication system underwent a series of experiments to evaluate 
its effectiveness and security features. The experiments primarily focused on user registration, login 
processes, image-based authentication, application security, and overall system performance 
[31][32][33][34]. 
 

 User Registration: 

● The user registration process involved the selection of images in three rounds, demonstrating a multi-step 
approach to enhance security. 

● The registration system successfully stored user details and selected image sequences securely. 
 

 Login Process: 
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● Users initiated the login process by providing their credentials and recalling image sequences from the 
registration phase. 

● The multi-round image recall mechanism proved effective, adding an additional layer of security beyond 
traditional username/password validation. 

 
 Image-Based Authentication: 

● The system accurately validated user-selected image sequences, ensuring successful authentication when 
the recalled sequence matched the registered one [19]. 

● Multi-factor authentication using user-selected images contributed significantly to the security of the 
login process. 
 

 Application Security: 

● The graphical password authentication method demonstrated enhanced security compared to traditional 
PIN-based methods. 

● User accounts and sensitive information were securely stored, contributing to the overall robustness of 
the system.[17] 

● Multi-factor authentication using images provided an additional layer of security against unauthorized 
access. 
 

 Secure Operations: 

● Users could perform various secure transactions and access sensitive features within the application. 

● The graphical password authentication method remained consistent for subsequent logins, ensuring a 
seamless yet secure user experience. 

One of the pivotal strengths of the graphical password image authentication system lies in its implementation 
of a multi-round image selection process with minimum entropy [20]. This sophisticated mechanism 
significantly augments the complexity of user authentication, surpassing the limitations of conventional 
alphanumeric passwords. By necessitating the selection of multiple images in a sequential manner, [21, 22] 
the system introduces a formidable barrier against potential unauthorized access attempts. This strategic 
approach not only enhances security but also fosters a sense of user empowerment, as individuals can create 
intricate and personalized authentication sequences that are both memorable and resilient to exploitation by 
malicious actors. 
In essence, the experimental validation of our proposed graphical password image authentication system 
substantiates its efficacy in surmounting the inherent limitations of traditional authentication methods. Its 
robust security features, coupled with a seamless user experience, position it as a formidable contender for 
adoption across various domains where safeguarding sensitive information is paramount. As we continue to 
refine and optimize the system based on ongoing research and user feedback, we envision its widespread 
adoption as a pivotal step towards fortifying digital security paradigms in an increasingly interconnected and 
data-centric landscape. 

7. Conclusion 
 
The experimental findings derived from our research underscore the remarkable efficacy of the proposed 
graphical password image authentication system in mitigating the prevalent security challenges inherent in 
traditional authentication methodologies. Through a meticulous analysis of the system's performance, we 
have observed a substantial improvement in addressing key security concerns, thereby positioning it as a 
formidable solution for contemporary cybersecurity needs. 
Moreover, the system's adeptness in securely storing user information further reinforces its credibility as a 
robust authentication solution. The integration of advanced encryption protocols and secure storage 
practices ensures that sensitive user data remains shielded from unauthorized access or data breaches. This 
fortified security posture not only instills confidence in users regarding the protection of their credentials but 
also underscores the system's adherence to stringent data protection standards and regulatory requirements. 
Additionally, the seamless user experience offered by the graphical password image authentication system 
serves as a testament to its practical viability. The intuitive interface, coupled with user-friendly navigation, 
facilitates a smooth and hassle-free authentication process. This user-centric design ethos not only enhances 
user satisfaction but also contributes to heightened security, as it encourages adherence to best practices 
without sacrificing convenience. 
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