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ARTICLE INFO ABSTRACT

Received: 10/02/2024 The demand for proactive detection and mitigation solutions to protect against

Revised: 15/03/2024 harmful actions on the internet is growing due to the sophistication of cyber

Accepted: 05/04/2024  threats. The aim of this study is to identify This study's objective is to ascertain
malicious URLs using a new data analytics strategy that makes use of
sophisticated machine learning algorithms. With our method, URLs are
analyzed and classified as benign or malicious by combining the capabilities of
classic Long Short-Term Memory (LSTM) networks, Convolutional Neural
Networks (CNN), and Artificial Neural Networks (ANN).The dataset offers an
extensive training and testing environment since it consists of a wide variety of
URLs that have been classified as benign or dangerous. We assess Receiver
Operating Characteristic (ROC) curve, F1 score, accuracy, and precision
performance of the combined CNN-LSTM and ANN-LSTM models by a
comparative study. The outcomes demonstrate how well our method works to
differentiate between legitimate and malicious URLs, allowing for proactive
threat identification.Besides, we choose the best performing model to use for
real-time new URL categorization based on the assessment criteria. Users may
confirm the authenticity of URLs and reduce security concerns by integrating
this paradigm into a web-based application. Our method provides a scalable
and efficient way to counteract cyber threats that are constantly changing in the
digital sphere by utilizing deep learning and data analytics.

Keywords: Phishing detection, proactive detection, web security, URL
classification, malware, neural networks, machine learning, data analytics,
CNN-LSTM, ANN-LSTM, cybersecurity

I.INTRODUCTION

We now interact, work, and conduct business in a whole new way because to the internet's widespread use.
All the same, the digital world has many advantages, but it also has serious drawbacks, especially when it
comes to cybersecurity. Organizations, people, and society at large are seriously at danger from cyberthreats,
which can range from phishing assaults to the spread of malware. Malicious URLs are one of the most
effective ways for hackers to take advantage of gullible people and compromise private data.

Static blacklists and signature-based techniques are frequently used in traditional approaches to URL
categorization and threat detection, however these techniques are unable to keep up with the quickly
changing world of cyber threats. Because of this, proactive detection and mitigation techniques that can
quickly and accurately detect and neutralize harmful URLSs are becoming more and more necessary.

This problem may be solved with the use of machine learning approaches, especially long short-term memory
(LSTM) networks and convolutional neural networks (CNN) are examples of deep learning models. A
thorough examination of cutting- edge machine learning methods for URL categorization, such as CNN-
LSTM and ANN-LSTM models, is one of this study's main contributions. Analysis of these models'
performances in comparison using important metrics including ROC curves, accuracy, precision, and F1
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Score. Choosing the best model taking into account both computational economy and performance for real-
time deployment. Deployment of a web application using the chosen model for proactive threat mitigation
and URL categorization..

Our method provides a scalable and practical defense against dynamic cyberthreats in the digital sphere by
utilizing deep learning and data analytics. We show how machine learning may improve cybersecurity and
protect against harmful online activity through empirical analysis and real-world application.

This document is structured as follows for the remainder of it: Part II offers an overview of relevant research
in the subject of malicious URL identification. Model design, feature extraction, dataset description, and
experimental setup are all covered in detail in Section III. Our empirical assessment and comparison analysis
findings are presented in Section IV. Future study directions are indicated and the ramifications of our
findings under Section V are covered. With a review of the major discoveries and contributions, Section VI
brings the article to a close

Il. RELATED WORK

In the world of cybersecurity, a great deal of study has been done on the identification and mitigation of
harmful URLs. Numerous strategies have been put forth to deal with this important problem, ranging from
machine learning techniques to heuristic-based methodologies. We examine relevant work Regarding the
domain of identifying harmful URLs in this part, emphasizing noteworthy contributions and current
developments.

A. Heuristic-Based Methods: Heuristic-based methods, which made use of domain and URL characteristics
to spot suspicious patterns, were common in the early stages of malicious URL detection attempts. Zhang and
colleagues [1] introduced Cantina, a content-based methodology that examines the composition and content
of webpages to identify phishing websites. Analyzing and tracking dangerous online activity, Spitzner [3] also
proposed honeypots as a proactive protection tool. Because heuristic-based approaches relied on established
rules and patterns, they were vulnerable to evasion techniques used by hackers, even while they offered
insightful information about the characteristics of bad URLs..

B. Approaches Based on Machine Learning:

The capacity to learn from and adjust to changing threats has made machine learning approaches an
increasingly potent tool for detecting malicious URLSs in recent years. An extensive review of the literature on
phishing detection was done by Khonji et al. [2], who noted the increasing interest in machine learning
techniques for detecting fraudulent URLs. A study of machine learning-based methods for detecting
fraudulent URLs was also provided by Sahoo et al. [4]. These methods were categorized according to
assessment metrics, feature extraction methodologies, and classification algorithms.

1) Deep Learning Methods: Since the advent of deep learning, academics have looked at convolutional and
recurrent neural networks (CNNs and RNNs) as possible instruments for the detection of harmful URLs.
With their attention-based CNN- LSTM model for recognizing and detecting hazardous URLs, Peng et al. [6]
achieved state-of-the-art performance on benchmark datasets. Ma et al. [5] demonstrated a method for
detecting fake websites using a combination of URL data and large-scale online learning to demonstrate how
effectively deep learning works for handling difficult classification issues.

2) Hybrid Techniques: Many machine learning techniques are used in hybrid approaches to improve
detection robustness and accuracy. This has been the focus of recent research. By combining CNNs and
LSTMs to capture both spatial and temporal correlations in user behavior data, Wang et al. [7] presented a
dynamic attention deep model for article recommendation. Keyword spotting performance in voice
recognition tests was further enhanced by Sun et al.'s [8] introduction of a max- pooling loss training
technique for LSTM networks.

C. Assessment and Comparative Analysis: The efficiency of malicious URL detection systems is commonly
assessed through the use of evaluation measures such as Fi-score, accuracy, precision, recall, and receiver
operating characteristic (ROC) curve analysis. Both the system's overall effectiveness in detecting threats
and its ability to distinguish between safe and harmful URLs may be found out from these measures.While
accuracy measures how accurate the system is generally in making predictions, precision is the percentage of
dangerous URLs that are correctly detected among all URLSs labeled as bad. Another term for sensitivity is
recall, which measures the proportion of genuine, harmful URLs that the algorithm correctly identifies. The
Fi-score is a reasonable assessment of the system's performance since it combines recall and accuracy into a
single result.

Using ROC curve analysis across different classification criteria, the true positive rate (TPR) vs false positive
rate (FPR) trade-off is also evaluated. Better performance is shown by an area under the ROC curve (AUC)
that is closer to 1, indicating a higher degree of discrimination between safe and harmful URLs.

In our work, we will train and evaluate both the combined CNN-LSTM and ANN-LSTM architectures using
different datasets of URLs categorized as benign or dangerous. To ensure unbiased evaluation, the dataset
will be split into sets for testing, validation, and training. To optimize the model parameters during training,
we will choose either Adam optimization or stochastic gradient descent (SGD), two appropriate optimization
techniques. To evaluate the performance of the two architectures, we will measure recall, accuracy,
precision, Fi-score, and ROC AUC on the testing set.We will quantify accuracy, precision, recall, F1-score,
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and ROC AUC on the testing set in order to compare the two architectures' performance. The ROC curves
will be viewed in order to evaluate the models' capacity for discriminating across various categorization
thresholds. To ascertain whether any observed variations in performance are statistically significant, we
will also apply statistical significance tests, such as t-tests or Wilcoxon signed-rank tests.The architecture
that exhibits the best performance in terms of robustness, efficiency, and accuracy of detection will be
chosen based on the assessment findings. A web-based application that can identify new URLs in real-time
will be developed using the selected model, allowing for

proactive threat identification and mitigation.

Overall, even though the field of malicious URL identification has made great strides, there are still obstacles
to overcome in order to create reliable and scalable systems that can successfully counter new cyberthreats.
By utilizing a CNN-

LSTM and ANN-LSTM architecture

in tandem, the suggested method seeks to overcome these difficulties and provides a complete real-time
proactive detection and mitigation solution for harmful URLs.

I1l. PROPOSED MODEL DETAILS

A. Objective Statement: This study's main goal is to provide a data analytics strategy for the early
identification and removal of harmful Uniform Resource Locators (URLs). For the purpose of thwarting
online dangers like phishing, virus dissemination, and data theft, the difficulty is in quickly and reliably
differentiating between safe and unsafe URLs. Static blacklists and signature-based techniques are common
components of traditional methodologies, which might not be sufficient to combat changing cyberthreats.
Thus, by leveraging state-of-the-art machine learning techniques, specifically the combination of artificial
neural networks (ANN), convolutional neural networks (CNN), and long short-term memory (LSTM)
networks, the proposed model aims to increase the accuracy and efficacy of URL classification and threat
detection.

B. Methodology Overview: The following actions make up the processing framework:

1) Compile a varied collection of URLs that have been classified as harmful or benign.

2) Preprocessing the data: Take the features out of the URLs and encode them into a format that the
models can be trained with.

3) Model Training: Using the provided dataset, train combined CNN-LSTM and ANN-LSTM models.

4) Model Evaluation: Use measures like accuracy, precision, F1 score, and ROC curve to assess how well the
trained models perform.

5) Model Selection: Using the evaluation metrics, select the model that performs the best.

6) Web Page Implementation: Incorporate the chosen model into a workable system for classifying
web pages that can identify URLSs in real time.
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Fig. 1. Architecture of proposed models

C. Diagram of Functionality:

1) Artificial Neural Network (ANN): Using several layers of linked neurons, an artificial neural network
(ANN) component may identify intricate patterns and correlations in incoming data.z=Y (wixxi)+b), a=0(z)
is the formula for an ANN layer neuron output. Here, xi represents input characteristics, wi represents
weights, b represents bias, o represents activation function, and a represents the neuron output.

2) Convolutional Neural Network (CNN): Spatial characteristics are extracted from the input data by the
CNN component using convolutional filters.Given f as the input feature vector, g as the convolutional filter,
and (fxg)(i) as the convolution output at position i, the formula for the convolution operation is
(Bxg) D=2f(k)xg(i-k).

3) Long Short-Term Memory (LSTM): This part of the system records temporal relationships in sequential
information, such equations:ft=o(Wf- [ht—1,xt]+bf),it=0(Wi- [ht-1,xt]+bi),C~t=tanh(WC-
[ht-1,xt]+bC),Ct=ftO Ct—1+itOC~t,ot=0(Wo- [ ht—1,xt]+bo),ht=otOtanh(Ct).where ht is the hidden state, xt
is the input at time t, W and b are the weight and bias matrices, and © stands for element-wise
multiplication. Additionally, ft is the forget gate, it is the input gate, C~t is the candidate cell state, and Ct is
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the cell state. By integrating these components, the proposed method aims to

offer trustworthy and efficient URL classification, enabling proactive identification and mitigation of risky
URLs in real- world scenarios.

D. Comparative Analysis: After evaluating the combined performance of the CNN-LSTM and ANN-LSTM
models, the model with the greatest accuracy, precision, F1 score, and optimal ROC curve is selected for
further deployment. The selected model is meticulously modified and refined to increase its effectiveness in
real-time URL classification.

E. Application Deployment: The chosen model is included into a web page categorization system, enabling
users to enter URLs for instantaneous analysis.. After the URL is submitted, the web page system uses the
trained model to evaluate it and returns a classification result that shows whether the URL is harmful or not..
By using the categorization findings, users may improve overall cybersecurity by making well-informed
judgments regarding which URLSs to access.

The suggested model specifications, in summary, present a thorough strategy to deal with the difficulties
associated with proactive detection and mitigation of dangerous URLs in cybersecurity. The model seeks to
increase the efficiency and accuracy of URL categorization by utilizing the combined capabilities of CNN-
LSTM and ANN-LSTM architectures, eventually leading to better cybersecurity procedures and threat
prevention

IV. RESULTS EVALUATION AND ANALYSIS

The consequences of putting the suggested methodology into practice for proactive malicious URL
identification and mitigation are shown in the experimental findings and analysis section. A varied dataset
with URLSs classified as either benign or malicious was used to train and assess the model. Using libraries for
neural network implementations like TensorFlow and Keras, the tests were carried out using the Python
programming language.

Substantial experiments were conducted to assess the performance of the combined CNN-LSTM and ANN-
LSTM models in terms of F1 score, ROC curve, accuracy, and precision following training. The collection was
split into training and testing sets to provide an impartial evaluation. Training the models with various
hyperparameters.toolbar allowed for performance optimization.

A summary of the experiment's results is given in the table below:

TABLE I. AN ANALYSIS OF MODELS RESPECTIVE PERFORMANCES IN DETECTING MALICIOUS

URLS.
Model Accuracy Precision F1-Score [ROCAUC
ANN-LSTM (0.85 0.82 0.83 0.89
CNN-LSTM |0.94 0.93 0.94 0.96

The table displays the performance metrics for the CNN-LSTM and ANN-LSTM models. The CNN-LSTM
model outperforms the ANN-LSTM model, as can be seen from all the indications, indicating that it is more
skilled at spotting and blocking malicious URLs. With increased accuracy, precision, F1 score, and ROC AUC,
the CNN-LSTM model validates its effectiveness in cybersecurity applications.
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Fig. 1. Comparison of ROC Curves for the Proposed Models

Presented above are the ROC curves for the CNN-LSTM and ANN-LSTM models. The CNN-LSTM model has
a higherROC AUC than the ANN-LSTM model. Additionally, each model's area under the ROC curve (ROC
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AUQ) is represented.
V. CONCLUSION

The research concludes by presenting a robust data analytics technique for the early detection and mitigation
of dangerous URLs in cybersecurity applications. By employing advanced machine learning techniques—
specifically, the combination of artificial neural networks (ANN), convolutional neural networks (CNN), and
long short-term memory (LSTM) networks— the proposed model outperforms traditional methods with
respect to accuracy, precision, and F1 score. The experimental results illustrate the effectiveness of the CNN-
LSTM model in accurately identifying malicious URLs from benign ones, hence enhancing cybersecurity
protocols and cyber threat detection capacities..

Furthermore, real-time URL categorization and threat mitigation are made possible by the incorporation of
the chosen CNN-LSTM model into a workable web page classification system. Organizations and people
may take proactive measures to protect themselves from emerging cyber dangers including malware
distribution, phishing attempts, and data breaches by putting the suggested strategy into practice. In an
increasingly linked online world, the results highlight the potential of data analytics-driven strategies for
bolstering cybersecurity defenses and protecting digital assets from new threats.
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