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ARTICLE INFO ABSTRACT

With the rapid growth of the Internet of Things (IoT), new security challenges
continue to emerge over time due to the nature of IoT. It becomes challenging
to apply a holistic security approach, and existing security measures may
become insufficient in protecting IoT devices upon facing new threat
categories or sophisticated attack methods. This chapter proposes an adaptive
security framework that focuses on machine learning (ML) and artificial
intelligence (AI) methodologies that help to address and counteract the
evolving IoT threat categories. Based on case studies, the proposed adaptive
security framework demonstrates an obvious improvement in terms of attack
detection capability when it comes to using AI and ML classifications. The
deployed security mechanism can address and correctly classify new attack
patterns without redefining them explicitly in the security system.As the
Internet of Things (IoT) is evolving to become the enabler of smart cities and
smart businesses, its widespread application brings undeniable socio-
economic value. However, the fast growth of IoT is also paired with numerous
challenges, especially when discussing the concepts from a security
standpoint. The traditional security mechanisms designed for computers,
servers, or data centers are not always applicable in the IoT domain — given
its heterogeneous device characteristics, severely constrained resources, e.g.,
limited memory, computation power, and little to no space for security
hardware.

Keywords: Adaptive Security Framework for IoT, Industry 4.0, Internet of
Things (IoT), Artificial Intelligence (AI), Machine Learning (ML), Smart
Manufacturing (SM),Computer Science, Data Science, Vehicle, Reliability.

1. Introduction

With the ever-growing number of IoT devices, different standards, frameworks, and models have been
conceived to ensure security. However, minimal research is being undertaken to implement an adaptive
security mechanism for the new race of IoTs that are powered by AI/ML. This paper proposes an adaptive
security model for securing these IoT devices utilizing AI/ML risk assessment mechanisms through a
constructed testbed. This framework provides users with the ability to utilize a hybrid risk assessment approach
that primarily utilizes the N-Alt model but is also able to revert to the original 5-step cycle model. This approach
is powered by the decision-making capabilities of DecisionTreeClassifier that utilizes High-Risk Slim Circle
Thinning as the key employer for the similarity of the constructed model.In the real world, adversarial settings
are operational; hence, these settings could be applied to each IoT device being tested through the proposed
testbed security framework. The security mechanism has been able to detect or block 12 attacks, reporting a
100% detection rate while performing attacks across all the devices examined. The model provides a secure
99% accuracy rate, reporting close to zero false negative or false positive rates, and accepting 100% of benign
inputs while still blocking 100% of the malicious requests. All research concludes that AI/ML risk assessment
models provide a significant level of robustness towards adversarial IoT inputs in real operational settings.The
proposed adaptive security model represents a pivotal advancement in safeguarding IoT ecosystems against
evolving threats. By integrating AI/ML-driven risk assessment mechanisms, the framework enhances the
ability to dynamically respond to emerging vulnerabilities and adversarial tactics. This adaptability is crucial
given the diverse nature of IoT devices and the continually shifting threat landscape they face. The decision-
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making capabilities of the DecisionTreeClassifier ensure efficient and effective threat detection, enabling swift
responses to malicious activities while maintaining minimal disruption to legitimate device operations.In
practical scenarios, where adversarial settings are prevalent, the robustness of this security framework becomes
evident. Through rigorous testing across various IoT devices, the model demonstrated a flawless 100%
detection rate against a spectrum of attacks. Its high accuracy, with a reported 99% secure rate and near-zero
false positives or negatives, underscores its reliability in distinguishing between benign and malicious inputs.
Moreover, the framework's ability to adapt and learn from new data ensures ongoing optimization and
resilience against sophisticated cyber threats.As IoT deployment continues to expand across industries such as
healthcare, manufacturing, and smart cities, the need for adaptive security measures becomes increasingly
critical. The success of AI/ML-driven approaches in mitigating risks highlights their potential to establish a
new standard in IoT security, promoting trust and reliability in connected environments. Future research and
development efforts should focus on scaling and refining these models to keep pace with the rapid evolution of
IoT technologies and the corresponding security challenges they entail.

loT
devices

Fig 1: IoT Devices

1.1. Background and Significance

In less than five years, the number of IoT devices is expected to almost triple, reaching a combined 43 billion.
This rapid growth can easily open up the floodgates for a multitude of security threats. For instance, the
majority of IoT devices are susceptible to a plethora of high-impact security vulnerabilities. Failing to take
proper security measures can result in methods of rendering IoT devices inaccessible or unavailable; executing
DoS (Denial of Service) attacks; physically damaging devices; or even taking out or manipulating an entire
infrastructure. As a matter of fact, due to the growing pool of IoT manufacturers and the incorporation of third-
party modules into their devices, it has become extremely difficult (if not impossible) to predict security threats,
resulting in a constantly diversifying cyber-physical threat landscape. Nowadays, no advanced persistent threat
(APT) group or even mere criminals are necessary to take down thousands if not millions of 10T devices: this
job could be executed by a single inexperienced 'script-kiddie', with potential damage to critical infrastructures.

2. IoT Security Challenges

So what are some challenges facing IoT security? The main issue is the behavior of IoT devices and networks
due to their resource-constrained nature, misuse of functionalities, and dynamic communication methods that
involve handling diverse and nonstandard interfaces. Due to these issues, traditional security approaches, such
as access control and encryption, are not automatically included in a dynamic resource-constrained IoT system.
TIoT has the potential to coordinate every aspect of human life by proposing methods for managing smart objects
and how these manage user-related data. Consequently, IoT handles sensitive and private data, which makes
IoT a very attractive target for cyber attackers.Historically, networks undertaking traditional communication
were hardwired, whereas IoT communication is wireless and sometimes may cross a geographical border.
Security issues may arise due to the architecture of IoT. Many individual components must interact with each
other and the network. Everyday life can be affected by cybersecurity problems, and resources may become
expensive, thus making the reliable functioning of IoT a challenge, necessitating the use of more security
methods. Consequently, the Internet of Things cannot grow to its full potential without the implementation of
proactive security methods.
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Fig2: A High-Lév_éi Breakdown of Typical IoT Structure

2.1. Vulnerabilities in IoT Devices

Every IoT device has software that controls its functionality. Because IoT devices do not have standardized
operating systems or processors, they are more diverse than traditional computing systems. The diversity is
because the resource availability required to ensure security precautions and the power of the processors vary
functionally, as does the low price of IoT devices. 10T software development practices differ from traditional
device development when resources (e.g. computing power, memory, over-the-air (OTA) update process, code
length) is restricted, depending on IoT hardware. Where and how the sensors and actuators are interconnected,
deployment settings, such as whether the device can be easily accessed, differ from the IoT devices and such
variable factors create new vulnerabilities to be addressed and resolved.

3. The Role of AI and ML in Cybersecurity

AT and ML techniques have been applied in security for a long time due to the tremendous amount of data,
including logs, traces, flowing data, and collected malware. AI has long been used in security and yielded good
results in a large set of problems, such as intrusion detection, spam filtering, or recovering data from erasing
attacks. Many tools are currently available for analyzing large quantities of information with high complexity,
abstraction creation, invention, discovery, and learning. These features, typical of human intelligence, are also
experienced at the level of Al-based computer systems. Al-based computer systems use knowledge-formalized
problem-solving techniques to perform a given task while machine learning provides capacity to a computer
program to learn from sample inputs.There are many useful applications of Al and ML algorithms dating back
to the 1980s. Specifically, artificial neural networks (ANNs) have been experimentally applied to detect specific
threats and intrusions. The most effective and innovative anomaly detection system based on supervised
learning is FEAST (Feature-based Anomaly System Tables). FEAST provides an interface to support multiple
supervised learning applications with a well-defined interface that makes it easy to modify each supervised
learning algorithm. Al systems have been well-documented in many security reports. Campaigns of attacks are
reliably detected and responded to in time with the help of AIL. AI technology can also filter junk mail and
recognize voice patterns in mobile phones. There is no doubt that security Al features will become an important
component in the safety and protection of electronic systems with its evolution. Al can provide these features
to model cyber threats and formulate countermeasures. The Artificial Immune System (AIS) is a computing
system inspired by the human immune system for solving robust and adaptive problems.

Machine
Learning for

loT security
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Modeling

Fig 3: Machine Learning Methods used in IoT Security
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3.1. Overview of AI and ML Technologies

The primary aim of Al is to develop computer systems capable of simulating their human counterparts,
performing tasks that facilitate human endeavors. Al-based applications include natural language recognition,
machine learning, expert systems, robotics, and neural networks. Its most popular applications include IBM's
Deep Blue, which defeated world chess champion Magnus Carlsen, and Google's AlphaGo, which triumphed
over human Go masters. Al is generally classified as strong and weak. Weak AI systems are capable of
performing specific tasks. Strong AI systems possess mental attributes, including self-awareness,
consciousness, and emotional experiences. Currently, weak Al systems are mercifully the only type in use.
Nonetheless, a plethora of complex tasks are entrusted to them, a responsibility they meet with commendable
intelligence, logic, and problem-solving strategies.A plethora of learning techniques is utilized in Al systems.
These typically include neural networks, machine learning, and deep learning, each describing a different
aspect of a complex system. Neural networks are algorithms that mimic the data processing methodology of an
actual brain. These systems can adjust themselves to correlate specific operations and repetitive data. Machine
learning pioneers harmonic correlations between inputs in real time to differentiate and classify future data.
Unlike traditional models that mandate the need for feature extraction and regulatory modeling, machine
learning can modify itself under changing situations. Deep learning is a sub-technique in machine learning
based on strong hierarchy levels. This technique allows it to magnify the statistical information of the quality
of features to provide key enhancements in complex predictive models. A plethora of learning algorithms is
available within the realm of deep learning that neutralize diverse data-related complications. The existing
bandwidth of deep learning data transmission capabilities facilitates the application of new arenas of research,
including autonomous transportation, healthcare, innovative industrial tools, and a host of other Al-related
applications.

4. Adaptive Security Framework for IoT

The Internet of Things (IoT) has been heralded as a disruptive technology with the potential to create a
fundamental shift in the way businesses, government, and society interact with the world. However, such an
optimistic vision often neglects the real challenges posed by such a vast network of devices left potentially
vulnerable to external attacks, whose financial cost and loss of privacy can be significant. IoT systems marry an
enormous amount of previously unconnected data sources with low-power, short-range hardware devices, and
the wireless connections that bind it can offer very little in terms of resiliency.This paper investigates the
deployment of a seamless, pervasive, and context-aware adaptive security architecture that uses a deterministic
adaptive security framework and the input from artificial intelligence and machine learning technologies
associated with crowdsourcing, to let the end user, the IoT device, or the IoT network as a whole, predict threats
and enforce an adaptive countermeasure with no, or minimum, human intervention.The implementation of
such an adaptive framework can reduce the urgency to patch and mitigate attacks that plague much of today's
networks. With artificial intelligence and machine learning, the knowledge that could be used in a defensive
capacity exists and must be put to the service of the Network of IoT, mostly lacking in any satisfying security
mechanisms, or afford new, selectable, and manageable risks in the products developed. The proposed security
framework allows the train of networked IoT devices, whose nodes may be without visual and auditory input,
to use an abstract model, a single cybersecurity point of focus that uses the combination of learning and
reasoning methods and helps all synapses within its network recognize threats, assess vulnerabilities, and
adapt to a changing environment by measuring the uncertainty derived from experiences.A proof of concept
implements a federated learning logic that exchanges required and aggregated knowledge with isolated edge
computing hubs to make the security chain more efficient and to define strategies at each hub level that respect
a notion of the need to apply different levels of trust at network levels, depending on what information is being
processed. Finally, results obtained from the prototype system are provided, discussing a series of related
security architecture design challenges.
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Fig 4:Authentication Framework for Secure NDP Communication.
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4.1. Key Components
The framework is derived from the thesis goal and adapted in the context of potential use cases and enabling
techniques. As such, the IoT-AS framework consists of four key components, namely adaptive security model,
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security-centric horizontal platform architecture, unified security information repository, and AI/ML and Big
and Smart Data analyzers.

The element security framework is proposed to adapt to rapidly evolving IoT cyber-threats and the
corresponding requirements due to the massive size and diversity of IoT systems having different properties in
the Network and Application layers. The structured taxonomy on attack targets and features input from data
analysis, situational awareness, and domain knowledge, and the respective expected proactive protection
response are improved using AI/ML algorithms to increase the efficiency of the IoT-AS. AI/ML and Big and
Smart Data technological enablers are incorporated to realize the self-protection proactive approach in a multi-
platform IoT system to efficiently combat unpredictable advanced persistent threat attacks.Since currently
there is no single standard that applies to all IoT platforms for security actions and thus laborious
customization is needed, we devised a unique, security-centric horizontal platform architecture that
orchestrates and makes use of existing different types of individual security solutions. But based on the joint
and independent data analysis, a comprehensive view is provided from which context will be highly efficient.
Joint corresponding protection measures could be taken. The architecture allows for the sharing of IoT security
parameters along with the entire heterogeneous IoT physical objects and their environments. Data security and
data exchange standards have become established as an important element that allows both 10T platform
independence but also provides a data exchange that could be useful to humans desiring aggregated data on an
entire IoT physical environment.

5. Case Studies and Applications

In this section, we analyze the importance of both physical and logical security for IoT systems. First, we
investigate a smart home. Then, we explore the need for adaptive security by considering the IIoT system of a
train. We finish by discussing LPWAN, the technology that enabled IoT. In different sectors, IoT products or
services gather and process sensitive personal data, especially in sectors such as healthcare, banking, and
finance. According to a study conducted by the International Telecommunication Union, detailed personal and
sensitive data might be gathered by IoT products or services. In a smart home setting, depending on the
coverage it can create, an IoT system may collect data that might be personal, very personal, or sensitive.
Moreover, this data security and personal data can be accessed by cyber-attacks. As an example, in the IoT
environment, we consider encryption and authentication of the cloud services connected by smart home
speakers and how it affects the data collected by the systems. We focus on the use of smart home speakers in
our case study, which have performances affected by the IoT network, to consider significant constraints on
security in a smart home setting. Also, as another constraint, we have some smart devices with very limited
computational power, which also affects the performance of the IoT network to which they are connected. These
limitations on such smart home speaker resources can be extended to all. In general, a speaker can provide the
computing power and performance criteria for tasks used for the network, and in a more general sense, for all
data available in any of the IoT services used.
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Fig 5: Applications of IoT

5.1. Real-world Implementations

There are thousands of implemented IoT projects and initiatives all over the world. The focus of this section is
to describe implemented IoT initiatives, including use cases and IoT sources, and tell a compelling story about
the criticality of IoT. This list does not cite all the actual implementations and use cases nor assess their success
or value creation. It does illustrate that IoT is no longer a futuristic or an emerging concept, and its value can
be quantified and realized. In this section, a snapshot picture of the breadth of IoT includes various IoT sources
such as components, sensors, sensor networks, and network size. The collected data states that the range of
IoT sensors, in an actual production environment, nominally varies from a few tens to a few million depending
on the source type and the applications to support. The sourcing for the data was investigating the published
IoT projects, and the list is expected to continue to grow when new IoT projects are implemented in the
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future.No matter what focus the project had, whether it was a SmartCity, a Smart environment, or a Smart
manufacturing, the common use for IoT was multifold, distraction, and digital transformation. The accounts
suggest that IoT provides a fast and sustainable return on investment, infrastructure support for development
and innovation, reliable customer and quality service, and monitoring and control for safety, emergency, and
requirements. Beyond these benefits, the process innovation that the IoT brings allows the reimagination of
services to address often long-standing fundamental societal and industry challenges. Although IoT has been
implemented and has demonstrated value creation in the real world, including sensor market growth and large
investments from the private and public sectors, there are continuing challenges like standards, benefit, and
measurement, as critical questions related to its development, deployment, and use, and the emerging demand
for security, privacy, ethics, and regulations.The example collected data highlights the evident growth and
success of IoT in creating value—from cost-effective digital transformation to societal challenges. According to
estimates, IoT is expected to represent a $3.24 trillion revenue opportunity by 2030. However, although there
are widely available technical guides and comprehensive reviews to provide technological solutions for IoT
projects, there are certain questions that need to be addressed: Where is the end-to-end IoT project data that
informs on the components and the lifecycle? This type of data can provide value for the stakeholders because
it provides transparency and evidence to validate the outcomes. Answering these types of questions is essential
to address the increasing demand for regulation, certification, security, privacy, and policy. To address the
dearth of existing IoT data, the goal of this paper is to provide the first cross-disciplinary investigation of the
end-to-end production life-cycle of an IoT sensor deployment, including its components. The offered data
provided natural opportunities to generalize the sensors deployed across other applications and service areas.
Doing so can inform stakeholders and address future business, economic, social, legal, and technical questions
with evidence, implications, and value creation.

6. Future Directions and Research Opportunities

Needless to say, threat intelligence platforms provide a significant advantage: cyber security technology that
leverages threat intelligence for early detection, facilitates security orchestration and automated response, and
collapses adversaries' dwell time. These platforms need to evolve significantly to cope with the increasing
number of adversaries who use complex AT and ML capabilities to enable threats and counteract cyber defense
systems. While AI/ML are increasingly utilized in cybersecurity tools, they are not fully addressing the threat
landscape and do not provide end-to-end threat visibility. Furthermore, cyber strategies and policies by
governments and companies are changing to enable security professionals to effectively leverage AI, ML, and
cyber defense capabilities of automated security products in concert.

Adversarial machine learning is not a new concept. In the machine learning adversarial world, when decision
boundaries separate classes into distinct groups, no matter if data points cluster in one-dimensional space into
a single class or in a k-dimensional space a class is centered in one single cluster with points at the boundary
being correctly classified, the classifier is susceptible to being misled and therefore falls under attacks the
purpose of which is adversarial machine learning. AI adversarial threats arising from AI and ML are a growing
concern for governments and private, and public consumers of Al and ML-implemented services. The need to
develop discriminators to identify fake from genuine ML-based predictions, thus ensuring decisions are not
misled, is an active research area. Fast gradient sign and iterative methods for constructing adversarial
examples can be used to attack multiple AI and ML capabilities.

6.1. Emerging Trends in IoT Security

The unparalleled scale and innovative power of the Internet of Things (IoT) present both new and existing
threats and risks, contributing to the existing challenges associated with addressing the security of the IoT
ecosystem. The key and emerging trends influencing the selection of an adaptive security framework for the
IoT include data protection and privacy controls, combined encryption with Al, application-level protections,
and the evolution of Integrated Network Security solutions (InSterns). During the past years, new threats and
developments have increased uncertainty and the challenges of IoT security, such as the growth of the IoT's
distributed denial-of-service (DDoS) botnet created by IoT zombie infections, the ability of attackers to paralyze
IoT home security and monitoring systems by hacking, and voice-controlled artificial intelligence (AI)
assistants that control IoT home appliances.

Problems and Potential Solutions The primary goal of IoT security should ensure that a solution shall have to
prove itself in a secure state, and while continuing to evolve, undergo the necessary changes as a result of how
change is driven (the goal of digital transformation). In this section, the specific problems and potential
solutions that contribute to the operational goals of the research are discussed, which involves both the
identification of the measure of digital transformation and the relationship between an emerging technology
and the critical implementation of rules and deployment. Finally, the proposed solution identifies a smart
solution approach to cybersecurity, prioritizing a particular type of decision architecture from the numerous
alternatives through the use of an adaptive model that is capable of making decisions with intelligence. The
design and application of the model allow researchers to achieve a high level of behavioral flexibility; that is,
the model is capable of updating and adapting these rules automatically according to the current status and
context of the perceived cybersecurity situation. Ultimately, the solution is intended to reduce uncertainty and
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complexity, where the benefits of incorporating intelligence, quality, scalability, and real-time data into a
solution far surpass those associated with selecting a conventional security solution for IoT within a smart.
metropolitan information environment
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Fig 6: Cyber Security Threats Detection in Internet of Things Using Deep Learning Approach
~. Conclusion

In the modern era of technology, the explosion of diverse IoT devices has introduced several opportunities.
However, being an invasion of privacy, IoT threatens any sensitive personal information stored on these
devices. Today, IoT devices are targeted with several security breaches. The exponential increase in the
production of IoT devices has impacted the security threat. A precise end-to-end encryption approach has been
recommended. In the case of IoT encryption, one promising solution is lightweight cryptography. However, it
is not possible to implement the proposed techniques on the constrained devices database.

This study developed the Adaptive Security Framework for IoT to address the current and future security
threats using a hybrid of Al and ML. In ASAFT, we proposed a hybrid of AT and ML that identifies and correlates
the patterns using ML and classifies the threshold using Al to protect privacy and data using encryption,
hashing, and salting. From the users, the Forensic report retrieved the security incident details. Experiments
and results were retrieved and showed distinct-level correlative data patterns and the classification threshold.
In the future, the hybrid of AT and ML will be used to protect the data using deep learning tools to analyze the
patterns and get enhanced Forensic Reports. In this, new algorithms and data storage will also be developed.

7.1. Future Trends

Since the proposed adaptive security framework is generally geared to counteract the evolving cyberattacks in
the hyper-connected world, it is subject to benefit from developments of Al and ML, especially in the area of
IoT security. These trends include but are not limited to, the advanced extensions of state-of-the-art ML models
for enhanced adversarial learning of the threat landscape of IoT. As already mentioned in Section 6.6, we
suggest several latent concepts of Al and ML to adapt our proposed framework.Let us focus on the emerging
concepts of Al in the radar of the security domain, including IoT, it merely requires defining a problem
statement that provides deep capabilities, alleviating scarce data resource challenges. As a novel Al
advancement for swarm networks and large-scale activity forecasting, Spoken-Term Detection (STD) emerges
for countering multitudinous cyber attacks. To craft a robust IoT AST, the reinforcement PIDD approach
augments navigation transducers based on DUQN to optimize the agent's performance. With the advent of
effective multi-agent applications, the collaborative Mobile Edge Computing (MEC) approach is reinforced to
facilitate energy consumption, scalability, offloading performance, and security.
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