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ARTICLE INFO ABSTRACT
- With the rapid advancements of electronics, the mobile operating system
can accommodate various applications, which greatly facilitates people’s
everyday life. With a user group of more than 2 billion, the Android platform
provides a diverse ecosystem for developing and publishing all sorts of
applications. Although Google’s official application store, Google Play,
contains over 2 million apps, such a huge market also attracts hackers to
make profits through distributing malware.
Mobile malware has rocketed since 2009. As reported by Broadcom Inc., an
industry- leading security company, 2017 witnessed an increase of new mobile
malware strains, com- pared with the year of 2016. Additionally, more profit-
driven malware emerged with the growth of underground markets.
Due to the fragmentation problem of the Android plat- form, Android has
long been the most targeted operating system suffering from attacks. To keep
pace with the cutting-edge antimalware countermeasures adopted by cyber-
security businesses, malware developers have abused high-level obfuscation,
virtual environment recognition, conditional execution (logic bomb), run-time
payload dropping, etc., to fool their opponents (i.e., security defending
products and reverse engineering tools).
These techniques are usually more obvious to trace during the evolution and
diversification of a malware family. In this thesis, we take a close look into
both recent Android trojans and one specific family of Android banking
trojan, that infiltrates banking applications to steal credentials or trick victims
to type in their usernames and passwords through displaying fake login
interfaces.
The results indicate that Android Trojans evolves towards possessing more
malicious capabilities and more diverse permutations without losing their
core design, which would cause more limitations and ineffectiveness for
modern security solutions.
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1. Introduction

As mobile integrate more convenient applications that can tackle real life problems, people have become
extremely dependent on such small devices, e.g. social networking, news reading, video & audio playing and
watching, digital marketing, etc.

Google declared in 2019 [4] that more than 2 billion Android devices were active. In addi- tion, Fig. 1 shows
that Android has started to become dominant in the market share against other systems since 2012. The
market share of Android came to its peak between 2018 and 2019, with more than 9o percent.

The statistics of available applications in the official store, Google Play peaked at March 2018, with 3.6
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million. Although the statistics fell from 3.6 to 2.6 million from March to September due to some policy, the
vol- ume of applications in Google play has never decreased since then.

The wide acceptance of the Android system can be attributed to the open-sourced trait of its source code,
which facilitates the API (short for Application Programming Interface) calling, testing and debugging
process for developers.

However, the side effect of such property stands out due to the severe fragmentation issues. Figure 3 is the
screenshot of the distribution dashboard that comes from the official Integrated Development Environment
(IDE) in April 2020, Android Studio for Android developers when a new project is created and click on the
“Help me choose” link under the minimum SDK (short for Software Development Kit) dropdown. The
cumulative distribution data reflect the percentage of devices that your application could be run on, according
to the minimum SDK version selected.

Based on these statistics, the distribution for each version is shown in Fig.4. Only less than 10 percent of
Android mobile users have upgraded to the latest version, which makes modern anti-virus engines insensitive
to those attacks that are aimed at older versions [5, 6, 7, 8, 9].

Although the OS framework fragmentation prevents general exploits from hackers, different vendors of
Android OS customize their ecosystem by adding different native libraries, which malware authors can abuse
to evade the generic detection of anti-virus engines [7, 8, 10, 11, 12, 13, 14, 15, 16].

Moreover, the speed for OEMs (Original Equipment Manufacturers) and their vendors to fix previous
vulnerabilities is slow enough for attackers to
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2. System Description
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2.1 Android malware and Android banking trojan

Malware is an umbrella word of malicious software. The term malicious refers to what could cause damage
to the computer system or more intuitively, extremely hinder the user experience once being run. However,
the boundary of benign and malicious software is actually not clear.

For instance, some software are programmed to stealthily collect the device information (e.g. android id,
manufacturer, model, firmware version), keystroke whatever users are typing and/or record users’ speeches.

Finally all of these information or just the most representative or recognizable group (through some local
processing) of information is sent to the server that has already been deployed for gathering user data.
Generally, Android malware can be classified into 7 categories.

As shown in Table 1, the differences between seven types of malware regarding six properties are displayed.
The meanings of the each sub-property is shown below:

Table 1: Differences between different types of malware

Virus [Worm [Trojan [Backdoo [SpywareRootkit Botnet
r
Parasitic C
Masquerade C C C C C C
Existing Form Independent C
identity
Repackaging C C C C C C
Update attack C C C C C
Propagation  Sideload C C C C C C (
mode Self-replicate C C
Local files C C C C C
Network traffic  |C C C
Attack target  |Operating system C C C C C C
Data theft C C C C C C C
INetwork paralysis|C C C
Major risks System damage |C C C
Spreading speed
++ [t + ++ |t
Difficulty of being detected
+ | ++ ++ |+

(a) Parasitic: Attached itself to another executable in order to get executed whenever the host executable is
triggered by victim’s interaction.

(b)Masquerade: Disguised itself with legitimate apps’ meta-data, especially the exte- rior icon and app name
that are displayed to users during installation and in the home screen after successful installation.

(c) Independent identity: Reproduce itself continuously and spread the copies through networks or
removable media running in the background without any user interac- tion

2. Propagation mode:

(a) Repackaging:

(b) Update attack:

(c) Sideload:

(d) Self-replicate: Malware copies itself continuously without any user interaction.
3. Major risks:

(a) Data theft:

(b) Network paralysis:

(c) System damage:
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Figure 5: Banking trojans detected by Kaspersky from 2015 to 2019

2.2 Research Objectives

Due to the fact that the normal software and even the Android operating system are continuously refreshing

to fix the vulnerabilities and/or add more features, the techniques abused by the malware authors are also

constantly being upgraded to become compatible with both the old environments and the new environments.

This paper also aims to propose an approach to identify suspicious Android applications without utilizing

prior knowledge. At last, to understand the core logic of the Android trojans, a thorough analysis of an

Android trojan family would be conducted. What the readers can take away from this thesis are:

i. To know the core modules that is frequently abused by recent popular Android trojans to perform
dangerous behaviors.

ii. To understand how to identify suspicious Android applications without much prior knowl- edge.

iii. To understand how a real-world Android trojan works.

3. Methodology

3.1 Android Malware Families Analysis
Even though these applications themselves do not target the device itself, they are used for bad purposes. N.

I. AMINuddIN et al. detect Android trojan based on dynamically extracted system calls [46]. However, some
trojans that implement environment-aware techniques are able to evade such approach.

3.1.1 Android malware detection

Other literature is more focused on detection (i.e. a binary decision system that tells whether a given sample
is malicious or not), clustering (i.e. a decision system that can aggregate similar samples into a group without
any label from prior knowledge).

We can partition the related work of Android malware detection in two classes: (i) run-time monitoring of the
invoked events, (ii) static analysis of the code to detect known patterns of misbehaviors.

3.2 Static Approaches
In 2013, an approach named AndroSimilar was proposed by P. Faruki et al. [57]. It attains the accuracy of
60% and follows the foot-print mechanism of known malware.

Further it is used to identify the unknown malware. Fuzzy hashing is used to detect changes made in the
application by repackaging. This tool is limited to a small set of malware database.

3.3 Dynamic Approaches and Hybrid Approaches

I. Burguera et al. proposed CrowDroid that uses dynamic analysis of Android applications behavior to detect
malware [74].

They used unsupervised machine learning algorithms to detect malware from Android application and results
were saved at the server, which achieves accuracy between 85% and 100% depending on malware.

3.4 Deep Analysis of Recent Android Trojans
Although some literatures (like [9, 64, 91, 92, 47]) have analysed the technical details of some Android
malware thoroughly, the datasets collected by them are somehow obsolete. For instance, even the most recent
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research [47] utilises the dataset during 2016-2017; The dataset used by
[92] ranges from 2010 to 2016. Therefore, A newer dataset of Android trojans is a pressing need.

3.4.1 Data Collection and Extraction

To collect newer samples of Android trojans, a simple script for crawling some public security repositories
has been written, especially the platform of Koodous [93] and Apkdetect [1]. To illustrate, these platforms
have already output labels or classification results given a sample.

limit. track possess one more label, banker, they also generate the same label BlackRock, as the label
banker refer to a general type of malware that target the victim’s bank card information. Compared with the
label BlackRock, it is less specific and unique in terms of the coverage.
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Figure 7: The screenshot that the hashtags added by an analyst’s comment

tag-trojan

. Bank Millennium Bezpieczenstwo (spidercheese.sketch) m m m m

=3
FUREANF (comximihz.cs) | R Gl
£3
3 ‘.
o~ Coocnle Update (behindtimittrack) ([ R G S R0
3 o

Figure 8: The screenshot of the first five samples when searching with “tag: trojan” on Koodous platform

Apkdetect is similar with Koodous. The differences are that Apkdetect does not provide any convenient API
for queries and that the classification name produced by Apkdetect is based on the matching of the
configurations of different malware, which are observed and submitted by security researchers.
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Due to the fact that Apkdetect does not possess a large volume of samples, a manual collection method is
adopted, i.e. before loading the webpage, a chrome browser where the webpage is loaded is used. Specially,
the network recording function is activated, which is able to capture and preserve all requests and responses
in logs.

Upon typing in the family name that is to be collected, the returned responses mainly include two parts, i.e.
one with brief information including uploaded file name, file type, its MD5 hash and the most probable name
produced (Figure 10); the other with more details, i.e. the configuration matched and the control & command
server extracted from the sample (Figure 11). The second part is parsed to collect the MD5 hash, family name
and matched configuration.

Figure 10: The captured brief information that matches the family name (e.g. Anubis) input in the search
box

Figure 11: The captured detailed information that either matches or is somehow relevant to the family name

configuration-MD5 pairs) would be discarded from both collections. In the end, the statistics of the data
collected are illustrated in Table 2 with the corresponding timeline based on online blog posts from security
companies.

Table 2: The timeline of 20 (taking sub-families into account) Android trojans in the collection
Number of
Trojan Samples Discovered Month
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Flexnet 53 2017-07 [94]
RedAlert 521 2017-09 [95]
Bankbot Anubis 722 2017-11 [96]
Catelites 97 2017-12 [97]
Gustuff 25 2018-04 [98]
Hydra vi 84 2018-07 [99]
BianLian 7 2018-10 [100]
Rotexy 5 2018-11 [101]
Cerberus vi1 254 2019-06 [102]
Ginp v1 1 2019-06 [103]
Hydra v2 8 2019-06
Brata 3 2019-08 [104]
Ginp v2 1 2019-08
Ginp v3 37 2019-11
Hydra v3 18 2020-02
Cerberus v2 3 2020-04
BlackRock 15 2020-05 [105]
Cerberus v3 476 2020-08
Hydra v4 27 2020-08
Hydra vs 23 2020-10
Total 2380

4. CONCLUSION AND FUTURE WORK

This paper collects and investigates the recent Android trojans, and profiles them both statically and
dynamically in order to illustrate what techniques current Android malware are exploiting to launch attacks
towards users. It should be noticed that most trojans can only function well with a live C&C server. If there is
no C&C server alive, even though trojans are able to seize top privilege to perform malicious actions, malware
authors are not able to harvest any profit from victims. After all, what motivates most trojan authors to
publish and distribute trojans is the potential revenues. Planting aggressive adwares on the infected devices is
one method of gaining a small amount of profits, but doing so would also have to take the risks of
immediately arouse the victim’s suspicions as well as annoy victims, As a consequence, advanced
countermeasures would be taken to remove the trojan. By contrast, if trojan authors focus on preparing a
well- designed scheme to make victims believe the integrity, then it would be highly possible that such
strategy gain a proming profit. This, from another perspective explains why the trojans need to evade both
static analysis and dynamic analysis as long as possible.

Besides, this thesis also looks deeper into Anubis, a popular Android trojan family that severely infects
Android platforms to understand how it has evolved, This work, finished by the writer, has been accepted by
and presented at the 7th International Conference on Dependable Systems and Their Applications. The
Anubis family has evolved into different versions, where technical details vary while the core code blocks of
the family are nearly identical. Their phishing, overlay and code obfuscation mechanisms have been
described. Such information will be useful for past, present and future victims. At the same time, how new
complex versions emerge based on the old versions has also been illustrated.

As for possible directions of future work, it should be valuable to investigate how to employ hybrid (both
static and dynamic) analysis more efficiently to deal with different payload loading patterns (i.e. dynamic
loading and native loading), since some APK reinforcement products like Qihoo 360, are able to pack the real
payload with multiple layers of encryption, which would make purely static analysis nearly ineffective. On the
other hand, dynamic analysis especially in the sandbox environment, some parameters reflecting the
infrastructure need to be dynamic or at least not fixed, thus making it possible for trojans that check device-
info to perform their real functionalities smoothly.
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