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ARTICLE INFO ABSTRACT

The surge in online communication has posed challenges in maintaining
civility, prompting the integration of Al for foul language detection. While
AT can effectively identify offensive language, its limitations with sarcasm
and slang necessitate a hybrid approach with human oversight. This paper
advocates for configurable filters that blend AI's computational power with
human expertise to adapt to diverse online communities. Through a review
of existing literature and case studies, it proposes guidelines for
transparent and accountable AI-powered flagging systems, emphasizing
ongoing collaboration between AI and human moderators. This research
contributes to fostering a cleaner and more civil online environment by
acknowledging the need for both technological advancement and human
intervention in mitigating offensive content.

Keywords: Natural Language Processing (NLP), Joint-Learning models,
Multilingual BERT, Cross-Lingual hate speech detection, AI-Driven
content moderation, Foul language flagging, Linguistic sensitivity, Digital
safety, Ethical implications.

I. INTRODUCTION

The first critical aspect of this endeavour lies in hate speech detection. Hate speech, characterized by its
discriminatory or derogatory nature towards individuals or groups based on attributes such as race,
ethnicity, gender, religion, or sexual orientation, poses a significant threat to online discourse and
community cohesion. Al-powered algorithms, trained on vast amounts of text data, can effectively identify
patterns associated with hate speech, enabling automated systems to flag and remove such content promptly.
However, the effectiveness of hate speech detection algorithms relies heavily on the quality and diversity of
the training data, as well as the ability to adapt to emerging forms of discriminatory language.

Another challenge in foul message detection pertains to the nuanced nature of communication, particularly
in discerning sarcasm. Sarcasm, often employed as a form of humour or satire, can confound AI algorithms
due to its subtlety and context-dependent interpretation. Current Al models struggle to accurately detect
sarcastic remarks, leading to potential misclassification of benign content as offensive. Addressing this
challenge requires advancements in natural language processing (NLP) techniques and the integration of
contextual clues to enhance the algorithm's understanding of sarcasm within different cultural and linguistic
contexts.

Finally, the effective flagging of offensive messages necessitates a balanced approach that combines AI-
driven automation with human oversight. While AI algorithms can efficiently detect explicit profanity and
some forms of hate speech, they are not infallible and often overlook the nuances of language and cultural
context. Human moderators play a crucial role in refining and calibrating AI-powered flagging systems,
providing context-specific insights and addressing instances where automated detection falls short. By
integrating human judgment with Al capabilities, online platforms can develop configurable filters that adapt
to the unique needs and preferences of diverse communities, thereby fostering a more civil and inclusive
online environment.

II. REVIEW OF LITERATURE
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The paper labelled as [1] focuses on developing an online hate classification system for multiple social media
platforms. It thoroughly explores dataset composition and labelling methods, employing various machine
learning algorithms such as LR, NB, SVM, XGBoost, and FFNN. Feature representation includes Bag of
Words, TF-IDF, Word Embeddings, and BERT. A central aspect is the use of a large, labelled dataset for
abusive language detection, although the specificity to Twitter and subjective human annotation are
acknowledged as limitations. Nevertheless, the paper provides valuable insights into the construction of
robust hate classification systems suitable for diverse social media landscapes.

The literature review, referencing paper [2], provides a comprehensive analysis of the challenges in
distinguishing offensive language from hate speech online. While it recognizes the paper's valuable
contribution in addressing this issue, particularly through the introduction of a novel dataset from Twitter, it
also notes potential limitations such as platform specificity and biases introduced by human annotation
methods. Despite these concerns, the review acknowledges the significance of the dataset's diverse content
and the insights gained from employing machine learning algorithms alongside human annotation.
Additionally, the review highlights specific obstacles in differentiating hate speech from profanity,
emphasizing the complexities involved in automated identification and the nuanced nature of offensive
language. Overall, it underscores the importance of ongoing interdisciplinary research efforts to effectively
combat online hate speech and promote a safer digital environment.

The literature review, attributed to paper [3], presents a comprehensive survey on troll detection methods,
offering insights into existing approaches and the prevailing challenges in the field. Despite the absence of a
specific dataset mentioned, the review provides valuable background information on the complexities
associated with troll detection, outlining the various obstacles researchers encounter. By summarising
existing methods, the paper offers a consolidated view of the current landscape of troll detection techniques,
facilitating a better understanding of the methodologies employed in this domain. Moreover, the review
highlights the ongoing challenges faced by researchers, shedding light on areas that require further
investigation and innovation. Overall, the paper serves as a valuable resource for researchers and
practitioners alike, offering a holistic overview of troll detection methodologies and paving the way for future
advancements in the field.

The literature review, citing paper [4], examines hate speech detection models, emphasising their
multilingual capabilities and employment of zero-shot learning with LASER embeddings. Despite
recognizing challenges like limited data for low-resource languages, paper [4]'s contribution in assembling a
multilingual Twitter dataset and its innovative approach of joint learning with knowledge injection are
praised. Overall, the review underscores the importance of developing reliable hate speech detection models
for diverse languages and highlights the potential of collaborative learning strategies to address this task
effectively.

The literature review, attributed to paper [5], offers a comprehensive evaluation of resources and benchmark
corpora available for hate speech detection on social media platforms. By examining various annotated
corpora, benchmarks, and lexica, the review aids researchers in selecting suitable datasets for their studies.
Following Kitchenham's guidelines, the review rigorously searched Google Scholar and Books for relevant
English and multilingual content across two distinct periods, ensuring a thorough analysis of available
resources in the field.

Paper [6] conducts a targeted analysis of tweets surrounding George Floyd's death in May 2020, with a
specific focus on French tweets. Employing annotation on Yandex Toloka, the study develops French hate
speech detection models leveraging multilingual BERT, CamemBERT, and transfer learning with
HateXplain. By categorizing tweets into hate, offensive, or normal categories, the research underscores the
importance of multilingual racial hate speech detection using transfer learning. Demonstrating the efficacy of
this approach across languages, the study contributes valuable insights into the detection and mitigation of
hate speech in diverse linguistic contexts.

The paper cited as [7] explores predictive features for detecting hate speech on Twitter, with a specific
emphasis on distinguishing between hateful symbols and individual expressions. Drawing from a dataset
sourced from Twitter, the study investigates characteristics that are indicative of hate speech, offering
valuable insights into the complex dynamics of online discourse. By focusing on this differentiation, the
research contributes significantly to the understanding of hate speech detection, providing nuanced
perspectives essential for researchers and practitioners engaged in computational social science.

In paper [8], the focus lies on exploring user network features for hate speech detection on Twitter and
assessing different model architectures for combining embedding types. With a dataset comprising 16,000
tweets labelled as racist, sexist, or neutral, the study compares deep learning architectures (including
FastText, CNNs, LSTMs) with baselines such as character n-grams, TF-IDF, and Bag-of-Words vectors.
Evaluation metrics such as precision, recall, and F1 score are employed to gauge model performance. The
research aims to advance hate speech detection on Twitter by leveraging deep learning techniques to achieve
superior accuracy compared to existing methods.

Paper [9] acknowledges the challenges in automatic aggression detection and highlights the significance of
further investigation in this area. With a dataset comprising 18,000 tweets and 21,000 Facebook comments,
it serves as a valuable resource for researchers. The study collected and labelled Hindi-English social media
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comments, focusing on Indian topics, annotating them for aggression type and effect. An improved
annotation scheme was implemented to address initial discrepancies, resulting in higher agreement levels
and enhancing the quality of the aggression-annotated corpus of Hindi-English code-mixed data.

In the study cited as [10], novel deep learning techniques are explored to effectively capture textual cues
related to hate speech, alongside methods for identifying sarcasm and misinformation within hate speech.
Leveraging a public dataset of Hindi-English code-mixed tweets, the research also employs a larger dataset to
train domain-specific word embeddings. Three deep learning models—CNN-1D, LSTM, and BiLSTM—are
implemented for hate speech detection, with their performance compared to previous statistical approaches
like SVM and Random Forest. Through rigorous evaluation using 10-fold cross-validation on a benchmark
dataset, the study contributes valuable insights into hate speech detection from code-mixed Hindi-English
tweets, offering promising avenues for future research in this domain.

III. METHODOLOGY

A. Architectural Diagram

Fig. 1. Architectural Diagram
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B. Proposed Work

Al-driven foul message flagging aspires to cultivate a more civil and inclusive online environment. By shifting
through mountains of text, Al can identify a spectrum of offensive language, from hate speech spewing
venom to everyday swears that grate on some users. This not only improves the overall user experience by
fostering a more respectful online space but also frees up human moderators to tackle complex situations
where AI might stumble. Additionally, Al can categorize content based on language, ensuring a safer
experience for younger users or those sensitive to offensive language. This system also offers a crucial
advantage in the fight against online negativity — the ability to continuously learn and adapt to new forms of
offensive language, including slang and evolving hate speech tactics. By combining Al's detection prowess
with human oversight, online platforms can strive toward a cleaner, more positive digital space. Our system
boasts a robust, multilingual dataset (social media, forums) enriched with data augmentation for cultural
understanding. Transfer learning and cross-lingual NLP techniques ensure seamless handling of diverse
languages. Advanced NLP and machine learning minimize false positives/negatives, effectively addressing
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sarcasm and ambiguity in text. Designed for scalability and real-time monitoring, the system utilizes
precision-driven NLP for accurate detection.

C. Implementation

A) Datasets

The dataset comprises Hinglish tweets and comments meticulously annotated for hate speech, derived from
a plethora of social media platforms and online communities. Through detailed categorization of hate speech
instances, the dataset provides a comprehensive foundation for hate speech detection. To bolster sarcasm
detection capabilities, data augmentation techniques were strategically employed, resulting in the generation
of additional instances of sarcastic tweets and comments within the Hinglish hate speech dataset. These
augmentation methods, including paraphrasing and context modification, were intricately designed to
diversify the training data, thus facilitating exposure to a broader spectrum of sarcastic expressions. The
augmented dataset functions as a pivotal component of the training pipeline, with the overarching goal of
refining the model's sarcasm detection performance. By incorporating this enriched dataset, the model is
poised to accurately identify sarcastic content embedded within Hinglish text across an array of online
platforms and forums, thereby significantly enhancing its utility and effectiveness in real-world applications.

a) Aggressive Content Dataset

Fig. 2(a). Trained Processed Aggression Dataset
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b) Hate Speech Dataset for Hinglish

Fig. 3. Hate Speech Dataset for Hinglish



14815

Prof. Aniket Kore / Kuey, 30(5), 7446

o vt

.y e
O Lom WA A e iy 0 00 Py Poltin b o T A0 S Jhow tdnns 38 1 Zamwen b Dol bowr o Me 50 0 B g Do s Foot 3 by 1 ALY o Sl
1 Discom vt e me by O 0 S i | b Bt e Mo 8 & s 3 1 S0 (e b T ek arrup o pe 12
1 Do Bt we Fobr U0C o aobe S st oot Kt 5 b o B y e o 8K ¥ Voo e chame by
B30 0re ik TRaRarend 001 e e N el
3 Sets T 2 i e b v D b e ek R AN
A Fan b ot e b b b -
S Bifdpe g v L Fazn by ety 1o ot ager 4o oyt s e - et
At g e e . 1t £ 0l e b b
T Se e o pooey | b Sy o o Ry sotigs Az POK 00 B0 puk 0 Matstar e Jowst o/ it 1e s
ll-mn-qdlwnwmb--— § ‘4
0k gt VLA Mt Ay N haurge Ao

n-mm.nwm-u-mm AN § s s Nl

191 e i Cnd Uit b S Ol A8 P o 0y A M Tt 0 e v it B SN0 RS Ml e 1 e SR TSNS NI

11w ol | e i o Mmoot

10 P twers  1om maach iiatng v b 4 R ol el ool e s et e et ey e e

15 5t e it bt it

0 M b achuc o comy Rt b e b gt e gt s Ak o & gt e i ) P s g b i s back o by e it el 40w
15 Lae o Py 6 St pom Gy 90 Y i ¥ D ey il 00 e 00 S o uwuqumuu

050 y0 baman b otk s T 1 1 N el habege” unmmm ] ] e Mg v g G w0 et gl

S s v o b s o

wrmm

10 Co g ot 8 s 80 A 000med 90 B4R 05 gl bt VAhe Sevabponent 1o b w80

T At e el

B Ackin s Syw b e o bl kg g et et o A B e e

B Nk vy wpuecion pugske sy e g e b a -
B2 Wash b s Sttt o bl b bt

I3 e o ik ittt e el B4 o o St by M O

DG 0 e i ik Pyt e st e Nt i S o M e e

—

L)
1L

L
™
1L

"
m

™

N

n

W
m

I~

»233233 % OZTTINFIY R OEIRAIS L RS

Blewe

o 3 vipepe

¢) English and Spanish Hate Speech Dataset

Fig. 4(a). English Hate Speech Dataset
ot
LT Scartstl shot e fack opand come st my %™

P Aoz B0KA OK N you facbng said feave bloce ma. 3t dn mg Fiess o goona Kc your a6, Shit 29 Mok op vow o8 coftankbavit’s

2

ACYY_SW INOW T (00t St Tl Wt 10 gl e pReries does, st v A 9 D001 31l e o Tt g anek deeg I yrar st
Y
]

: 11 @l the btch frhioe) when yout not ome S0 gal # yosd™ s idd ng Bich Sa™Y roport yoor 200 A pryLon Gl of)

s.........”-..,'lnmn«uuwmmm-muw«mmm

60&%&?&’“““‘"”'&'& Irdigeecas women 28 192 tre. o a%e wil natte £ you raps hesl Fago ha!
7l chap hee hoad off 308 rape the tinch hetpic /b oo 7580 oars 0E

8 @han0ie | v yout s b s/ cylivsbam 147

Q- @hwsshal g7 rage pouw whire of s mole

" 133 bty you ot w2 peres i ey vegon b o stimgs attached hove fhe commen deconcy € treas har e £ qaser 00 e boay

“man\m-nummu-mum?mwmuw g sndches L0 ¥ wele

Fig. 4(b). Spanish Hate Speech Dataset
nt

m Dian deflabs Elrankuvarels @pRarmagatine Oye por QAR no molestas & lu puta madee?

mNMWW!BBW‘-’A‘i—S—S— hiips: fbo/VOLQMSRlg

tdtar, demils de complicado, ex 1o que hace de g que merezca % pesa o w9, porge puedes haber zrbedo b
2uta hosta de plasos, que i na Jos montas bien, con un sentido y los maquilas atractivamente, s va a b miesds,
103

miujodunpuba’qkﬂ!hbmmuﬂum

Tode poll-dica... no se hevarta ka sesin y estes Hjos ce puta mandan a los ceones que esthinen i patay
sromcar vioenda. . 15 pakch-as heridos pera no pasa nads... o atas qua asthi zhA- son of pusbo... DIOSMIO
2 puetlo & mi aizja zue se rompe ¢l lamo laurando ne efos,

105

106 Cascso calate de ura puta vex “etps /'t co/tWmW1UPMM

107 §BedMM @NayBetania TAS eres la culpatle, perrany

d) Sarcasm Content Dataset

o
- o o

[
-



Prof. Aniket Kore / Kuey, 30(5), 7446 14816

B) Models

Fig. 5. Processed Sarcasm Hinglish Dataset
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1. Data Collection and Augmentation: The foundation lies in data. We collect multilingual data from various
online communities (social media, forums) encompassing both positive, negative, and sarcastic text. To
account for cultural nuances and expand dataset size, we employ data augmentation techniques. This can
involve techniques like synonym replacement, back-translation, and random shuffling to create variations of
existing data points, fostering a more robust and generalizable model.

2. Text Classification with Ensemble Learning: The core of the system lies in utilizing multiple models for
text classification.

(i) Aggressive Content Dataset

Categorical Classification: The problem deals with classifying text into three categories:
aggressive, non-aggressive, and neutral. This suggests a multi-class classification problem.
Softmax Activation: The final layer of the neural network uses a "softmax" activation function.
This function is commonly used in multi-class classification problems to convert the network's
output into probabilities for each class.

Categorical Cross-Entropy Loss: The code uses the "categorical_crossentropy"” loss function. This
loss function is specifically designed for multi-class classification problems.

(ii) Hate Speech Detection

Hierarchical Attention Network (HAN): HAN is a neural network architecture designed to
handle hierarchical structures in data, such as text. In hate speech detection, HAN can effectively
capture the hierarchical relationships between words, sentences, and documents, enabling more
accurate classification.

Transformer (e.g., BERT): Transformer models, such as BERT (Bidirectional Encoder
Representations from Transformers), are state-of-the-art architectures for natural language
processing tasks. In hate speech detection, BERT can leverage its bidirectional context
understanding to capture subtle linguistic cues indicative of hate speech.

Word-Level Long Short-Term Memory (WLSTM): A regularization term is part of the Lasso
Regression linear regression model. It does both feature selection and regularization by adding
the absolute values of the coefficients to the loss function. The less significant features are
shrunk towards zero, which promotes sparse solutions. Lasso Regression can be helpful for
handling multicollinearity and feature selection. When working with high-dimensional datasets,
it is efficient.

(iii) Sarcasm Detection

ZSC (Zero Shot Classification): Zero-shot classification is a machine learning technique where a
model is trained to recognize classes it has never seen during training. In sarcasm detection,
zero-shot classification can be employed to categorize text instances as sarcastic or non-sarcastic
without the need for labelled sarcastic data. By leveraging pre-trained language models, such as
GPT (Generative Pre-trained Transformer), zero-shot classification can effectively identify
sarcastic expressions based on their contextual understanding.

IV. CONCLUSION
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The novel ensemble method proposed for hate speech and sarcasm detection in textual data represents a
sophisticated approach that amalgamates several established models, including BERT, HAN, and WLSTM,
with a zero-shot model to enhance efficiency. By leveraging pre-trained models, the method ensures
heightened accuracy in detecting both hate speech and sarcasm, thereby contributing to a more nuanced
understanding of text data. Additionally, the incorporation of data augmentation techniques serves to
account for diverse cultural nuances, enriching the model's adaptability across different linguistic contexts.
Furthermore, Al-powered flagging mechanisms, such as rule-based filtering and sentiment analysis, are
employed to categorize identified text types, enabling the system to take appropriate actions. For instance,
hateful content identified by the ensemble method is promptly flagged for removal, while instances of flagged
sarcasm are contextualized to prevent misinterpretations and foster accurate comprehension.

V. FUTURE SCOPE

In terms of future scope, expanding the project to detect languages in regional languages presents a
significant opportunity to enhance its applicability and inclusivity. By incorporating language detection
capabilities for regional languages, the ensemble method can effectively cater to a broader user base,
facilitating a more comprehensive analysis of text data across diverse linguistic landscapes.

Additionally, developing a user interface (UI) that supports multilingual languages would further augment
the accessibility and usability of the system. A well-designed UI capable of seamlessly accommodating
multiple languages would enhance user experience and ensure that individuals from different linguistic
backgrounds can effectively interact with the system.

Furthermore, integrating additional features such as aggregation datasets and the analysis of various
emotions would enrich the functionality of the ensemble method. Aggregation datasets could provide
valuable insights by consolidating data from multiple sources, thereby improving the robustness of the
model. Similarly, analysing a wide range of emotions beyond hate speech and sarcasm could offer a more
nuanced understanding of text data, enabling the system to detect and respond to diverse emotional
expressions effectively.

Overall, these future scopes hold immense potential for advancing the capabilities of the project, ultimately
contributing to its effectiveness in promoting a positive and respectful online environment. By embracing
language diversity, refining the user interface, and incorporating additional features, the ensemble method
can evolve into a comprehensive solution tailored to meet the evolving needs of online content moderation
and sentiment analysis.
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