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ARTICLE INFO ABSTRACT

Every second of every hour, billions of Internet of Things-enabled devices are
creating massive streams of data individually tailored to the intimate personal
habits of their users. Simultaneously, sophisticated cybercriminal organizations,
nation-state actors, and rapidly proliferating malware attacks ranging from
hijacked personal tablets through Fortune 200 penetrated databases are impacting
digital and thus physical assets across the entire political spectrum. This
connectivity matrix is generating a massive and ever-expanding volume of
network, system, and end-user security event data that combines with personal
information from both the private sector and governments to fuel the artificial
intelligence insights that we enjoy in our everyday lives. Yet, while the entire
cybersecurity compliance lifecycle, including policy, network, system,
enforcement, and incident response, generates and uses colossal data quantities,
the proprietary, unstructured, and often classified nature of this data flow
historically has limited our industry's adherence to AI-driven precepts.

In this paper, we introduce the principles of Threat Hooking, a Network Theory-
driven approach to detecting and selectively blocking individual components
within a collective logical threat. Our data science, Network Security
Characterization Model detailed in this paper quantifies a specific element of
Network Theory, which provides insight into both Network Health and
individualized Threat Status. To demonstrate the innovation and theoretical
underpinnings of Threat Hooking, we identify and analyze the massive datasets
required from the network data immune system that we developed. After distilling
relevant content from current cybersecurity research, we compiled an annotated
dataset of live and emulated threat data and reported how Al-identified network
artifacts that lead to human interpretable threat event detection can be verified,
and if necessary, acted upon by cyber professionals.

Keywords: Internet of Things (IoT), Cybercriminal organizations, Malware
attacks, Network security event data, Artificial intelligence (AI), Threat Hooking,
Network Theory, Network Security Characterization Model, Big Data,
Cybersecurity compliance

1. Introduction

The increase in frequency and sophistication of cybersecurity threats has become a significant risk and
compliance concern for organizations across industries. The outcome of a cybersecurity breach can be
substantial, with large financial, reputational, and regulatory repercussions. Prominent government and
industry authorities regard cybersecurity as a top risk, as demonstrated by rapidly evolving regulatory and
compliance requirements. Mitigating the risk of a security event requires not only investments in state-of-the-
art technical tooling and automated incident response but also the participation of individuals and governance
processes irrespective of the sector or size of the company. Many sectors are embracing initiatives, such as
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public-private partnerships, to aid in comprehending the risks, defining the criteria for managing the risks,
and promoting increased information sharing.

Next-generation cybersecurity operations require an integrated technology and workforce strategy to
successfully manage cybersecurity. Here, big data and cognitive or artificial intelligence (AI) engines provide
enhanced capabilities relative to security event collection and triage through identifying patterns and
predicting security weaknesses. Distinctly, such platforms help organizations comply with evolving regulations
by leveraging the power of big data for comprehensive threat detection, contextualization, investigation, and
response. In this light, we view security as a business enabler and not as a standalone, cost-center technology.
Many security orchestration, automation, and response (SOAR) platforms are being used today to not only
improve the effectiveness and efficiency of security operations as organizations struggle to attract and retain
security personnel to cope with the volume of potential security events but simultaneously, to improve the
effectiveness of the many business processes that create and maintain system identity information and
maintain up-to-date knowledge of business-critical information.

1.1. Background and Significance

The world is experiencing an increasing number of cyber attacks, both in scope and magnitude, with the
potential to cause unprecedented harm. Highly sophisticated compromises impact companies and citizens,
with the potential of significantly destroying businesses and bringing economic collapse to people and
countries. Existing threat detection solutions help mitigate problems; however, the rapid increase of data
defeats previous successful methods and demands the exploration of emerging technologies to more
dynamically identify new types of attacks at different stages of the cyber kill chain. The primary concern for
security evolution is for organizations to adapt cyber compliance according to evolving targets and techniques
of the actual threat actors, versus deploying security tools that exclude business needs or do not provide added
value.

Commercial enterprise penetration has primarily focused on providing security-focused applications, which
only provide a small number of additional tools or additional cyber threat products. This disparity or mismatch
of offerings implies that organizations have insufficient defense staff to manage alerts, leading to the concept
of alert fatigue within Information Technology (IT) departments. The intent of security products should not
just deliver numerous alarms to Information Security and IT Operations teams; they should be directly
improving the existing security posture of the enterprises they are attempting to protect. Individuals
overwhelmed by excessive amounts of threat alerts may simply ignore edge concerns, which could potentially
be of infrastructure-compromising importance. Gathering too much data remains another major issue to be
addressed. Big data manipulates large and oftentimes complex data sets using algorithms and techniques in
real time to uncover hidden patterns, unknown correlations, and other useful information.

1.2. Research Objectives

Due to the growing threat environment and more stringent regulations being levied, an increasing trend is to
leverage Al to develop next-generation cybersecurity threat detection systems. Existing research in the field of
Al-driven cybersecurity compliance is fragmented and unsystematic, which can lead to unguided research
drift. The rise of big data serves as one of the loudest catalysts that are seen in fueling the interest in AI-driven
threat detection. Through the use of big data, machines can be given the deeper intelligence needed, or so
suggests popular belief, which draws attention and interest from the IT, management, and security practitioner
community as well.

This study's overall research objective is to develop a coherent knowledge structure for AI in both big data-
shaped cybersecurity threat detection and cybersecurity compliance, by utilizing a variety of methods such as
bibliometric analysis and literature synthesis to derive deeper and more thorough insights. The development
process of this coherent Al-driven cybersecurity knowledge structure consists of a few key concepts, where the
combination of three areas—cybersecurity, big data, and AI—contributes to solving the cybersecurity
compliance problem space. The end goal of doing so is to lay the groundwork for security experts and
practitioners to address real-world security and privacy challenges comprehensively, as well as improve
business operations.

1.3. Structure of the Paper

This paper reviews practical applications of Al and big data in cybersecurity compliance that support both
private and public sector projects. In particular, we looked into AI-driven smart threat detection cybersecurity
systems driven by big data. These innovative actors transform rigid and resource-intensive compliance
requirements into an opportunity to embrace digital transformation and realize proactive, real-time AI-driven
cyber threat response techniques. The rest of this paper is organized in the following manner.

What we did first is to propose a design framework based on both the U.S. cybersecurity standard NIST SP
800-137, which is entitled Information Security Continuous Monitoring (ISCM) for Federal Information
Systems and Organizations, and the AI-Cyber Defense (CD) principles.
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Both ISCM and AI-CD share a set of core principles, which include, but are not limited to, the desire for
increased automation, the necessity of performing complete and continuous monitoring, the importance of
machine learning to generate threat models, and real-time threat identification. The output of our efforts is the
identification of a catalog of use cases that must be incorporated into existing cybersecurity monitoring,
incident reporting, vulnerability assessment, and patch management frameworks.
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Fig 1 : Artificial intelligence for cybersecurity: Literature Review and Future Research Directions
2. Foundations of Cybersecurity Threat Detection

Each computing device that connects to the internet is being probed for weaknesses in its network services
more often than 50 times each day. And every person is responsible for nearly 30 online accounts, whether
through their devices, cars, thermostats, appliances, or work accounts. This creates a herculean task for any
organization to sift through all the "telemetry" data that it must generate, capture, normalize, and analyze in
real time to find the emerging cybersecurity compliance threats the organization faces, which can come from
attackers, insiders, and accidents. However, stretching the valuable cybersecurity compliance staff resources
across hundreds or thousands of endpoints and network nodes, and terabytes and petabytes of log data is
requiring new big data tools from Artificial Intelligence (AI), distributed processing, and advances in machine
learning and other analytic technologies to optimize the scarce resources. Otherwise, struggling to pore
through volumes of threats and other cybersecurity compliance data means that few threats will be detected
promptly, organizations will face expensive breaches and management needs to defend cybersecurity and
compliance strategies afterward.

Regardless of whether system support (distribution, cloud, etc.) is for on-client premises, hybrid with clients
on client and cloud premises, or machine learning and other processing is within a cloud service, all of these
advances and more must be integrated into significant advances in the analytic tools and accuracy of their
threat recognition. Otherwise, too many flagrant conditions will not be flagged as violations, and too many
conditions will also trigger false positive investigations where there are no violations.

If conditions that are analyzed by the compliance attestations are not good insights on both the observed data
event as well as the effects on the organization's and its third party or client's operations, the regulation and
compliance intent of protecting the public trust in capturing and using the financial and other information
would indeed be suspect. Such attempts to create trust in transactions were the marketplace's initial goal of
regulatory and financial compliance. In our current threat era, attempts to comply by messaging static intent
and responses to financial transactions aren't assured without the expanded use of Al and other intelligent
tools.

2.1. Traditional Approaches to Threat Detection

Agencies have generally deployed a variety of traditional security tools and methods to identify and mitigate
threats. These include firewalls, intrusion detection software, and intrusion prevention software. Agencies also
typically deploy security information and event management systems, which often take log data from various
security devices and applications and generate alerts for security analysis.

For alerts that come in, either a security analyst from the agency or the managed security services provider
responsible for the associated security tools has to investigate these alerts and decide on the next steps, which
could include simply dismissing the alert, responding with appropriate action, or informing the customer of
their responsibility. Significantly, traditional signature methods are falling behind because of over generating
alerts.
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Malicious insiders and sophisticated adversaries, such as nation-states, have continued to find new methods
to compromise systems and data. Historically, insiders who caused significant damage for reasons such as job
dissatisfaction posed some of the most significant threats to an organization's data. These threats are difficult
to detect with standard methods. In recent times, new technology and increased government investment have
made defensive methods somewhat more effective. However, adversaries can still gain access to even well-
defended systems through seemingly innocuous means, such as social engineering, in which an adversary talks
an employee into revealing credentials.

Al-driven
Autonomous securi
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ecosystems

Regulatory Future of AL in
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Fig 2 : Cybersecurity in Digital Transformation: Leveraging Al for Threat Detection

2.2, Big Data in Cybersecurity

Big data deals with data sets that are extremely large and more complicated than ordinary data. Big data
consists of a large volume of unorganized data that has to be manipulated using specific technologies to
generate value for organizations. Cybersecurity has been facing challenges for a long time in dealing with big
data effectively. The process of locating and identifying network security exploits and threats in big datasets is
known as cyber threat detection.

Security logging, metering, network flows, and more have a relatively big dataset volume and velocity of data
that is constantly positioned to identify abnormalities. When it comes to assessing threats, gathering data from
previous crimes can be beneficial. While classification, clustering, and association techniques for data mining
and machine learning could be used effectively for the discovery of hidden but dangerous trends,
unfortunately, system administrators do not have the power to take advantage of the available data. Signals
that seem untrustworthy to an administrator may reveal unusual and suspicious behavior.

Most of the big data is untrusted, as intruders can easily create a file or even change the pre-existing contents
to put malware within trusted applications. The malicious content can cloak itself with trusted applications
before exploiting the token for valuable resources.

Malicious software can also transfer exabytes of data over the internet to compromise a cloud computing
platform with malware spread throughout diverse business sectors, such as finance, banking, social media,
authentication, and decorated critical network infrastructure.

Cybersecurity incidents have caused more than $1.5 trillion in estimated annual damages worldwide in 2018.
Traditional entry points, for example, a laptop affected with malware or DDoS on cryptography, intruders
break into these typically littered targets to gain unauthorized user access. In essence, access-based intruders
can infiltrate network systems when a challenge is solved by breaking through AI or intrusion detection
mechanisms.

2.3. Introduction to Artificial Intelligence in Cybersecurity

Artificial intelligence (AI) simulates human decision-making processes in the form of machine learning
(training a machine to learn), decision support using neural networks, or real-time personal digital assistants.
Obtaining accurate, consistent data sets from within organizations is the first challenge to creating an effective
Al cybersecurity solution.

Multiple layers of security baked into advanced computers slow the data flows necessary for effective Al
operation, which is another challenge. Proprietary algorithms and constant monitoring are needed for a model
to be truly effective in Al-driven threat detection, as well as the collection of structured and unstructured data
from various sources.
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Speed and scalability must also be considered, with logic integration covering a wide array of use cases. The
hottest cybersecurity talent is pursuing startup opportunities. Al capability can level the playing field and
secure talent for large organizations by enabling cybersecurity teams to work efficiently with good data and a
robust, dynamic expert network.
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Fig 3 : Transforming the Future of Cybersecurity with AI - Driven Approach

Big Data, the other piece of the Al puzzle, refers to the massive amount of digital data moving through, and in
online data centers. This data is broken down into two groups: structured data such as security event logs, flow
logs, and network session data with a known pattern and a relational database, and unstructured data which
lacks a predefined model and is found in web content, object storage, and distributed file systems. Al leverages
the power of Big Data to bypass human-generated threat intelligence and block, contain, and engage with
advanced persistent threats (APTs). Threat intelligence feeds provide valuable information on emerging
threats and known adversary tactics, techniques, and procedures. Modern threat intelligence also contains
extensive data on global threat actors. Agencies with deep Al cybersecurity capabilities have access to treasure
troves of structured and unstructured data. The combination of Big Data and Al is fueling advances in
cybersecurity by training Al to act on new hypotheses in real-time.

3. Al Techniques for Threat Detection

Most of the existing Al algorithms used in the cybersecurity domain are either dynamic (like neural networks,
hidden Markov models, etc.) or static (like decision trees, random forests, etc.). Due to their dynamic
environment, deploying static Al algorithms is not a feasible idea since it heavily relies on data for interpreting
crimes.

For example, in the C2 domain, currently, two types of algorithms are used to identify the Command and
Control channel: signature and behavioral-based methods and network traffic classification method. These
methods suffer from two major problems. Firstly, the generation of new C2 techniques reduces the amount of
malware generated by existing C2 channels. Secondly, generated malware can detect if it is running in the
virtual environment.

To address these challenges, we need to develop an open dataset for the computer security community, raise
awareness among researchers about real concerns, reinforce strong encryption (cryptography), and eliminate
the use of weak keys, large modulus, and susceptible primes.

3.1. Machine Learning Algorithms in Cybersecurity

Numerous studies use machine learning algorithms for the detection, observation, containment, and
elimination of security threats. Examples of machine learning used to improve security are dynamic analysis
of malware, detection of spam and phishing, detection and classification of intrusion, security analysis
including event correlation and profiling of network users, authentication of network users, protecting critical
infrastructure, and cybersecurity risk management. The large synergy that exists between machine learning
and cybersecurity is the main reason why academic researchers have explored and applied machine learning
methods, especially those that give value and work very efficiently in large data sets. Big data is playing an
important role in the rise of machine learning.

As a research area, there is still a growing demand for Al to solve security challenges, with new threats and
new data. The flexibility of machine learning, combined with the vast amount of data now available, is being
leveraged by organizations of all sizes to better manage and secure their networks with nearly non-existent
security resources. For Al models to function, large data sets are needed for training. The unsupervised
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learning that is propagated in real time to adapt and automate incident response is another concept. Finally,
cybersecurity segments can benefit from AI. With the integration of cybersecurity models into a workflow
approach, multiple enterprise segments that need investigation or regulation of behavior can benefit from
security recommendations.

3.2. Deep Learning for Threat Detection

Effective threat detection is essential to ensure system safety. However, this is a very challenging task. Current
commercial cybersecurity solutions are only able to detect known threats. When faced with an unknown
malware vector, current tools fail. Consequently, the field of cybersecurity is moving toward more advanced
solutions. Traditional signature-based detection will be used sequentially with commercial antivirus scanning.
This merely ensures that the first stage is as fast as possible. As threats change, both signature-based and
antivirus solutions struggle with the increased amount of detection data. Essentially, this allows the more
sophisticated systems to look at less data over time.

Commercial antivirus, intrusion detection systems (IDS), and intrusion prevention systems (IPS) will be used
to identify traditional, previously seen vectors. Anything missed by these initial tools hits the next level, which
utilizes other advanced threat detection and prevention solutions. Commercial tools are re-imported every 12-
18 months. Missed threat detection data cannot be used or re-imported with the intended solutions - advanced
threats will be missed.

Less enterprise work will be re-imported in disparate manual missions. Landing enterprise data ends safe
guardrail-breaking of various threat vectors. Advanced cybersecurity tools are in addition to commercial
security, they do not replace it. The goal is to decrease the number of vectors hitting the more advanced tools.
Currently, we do not have an artificial intelligence/machine learning (AI/ML) solution to balance the load.
Once there is a better mousetrap and the existing advanced tools can import their detection data from the
commercial software - not be a copy problem (versus a leaky proxy). It is safe to decrease commercial software
licensing for the environment. The more advanced threat detection and prevention engines would work faster
than the historical definition-of-self (signature-based) problem. Difficult questions regarding the safe
safeguards of data of each software will be moved to a cloud-based decision. Working problems become
business problems for the more advanced commercial software solutions. Leaders in this domain can make
public statements on how they will protect the bundled data of each of their customers.
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Fig 4 : Deep learning-based Fusion of Behavior Signals for Threat Detection

3.3. Natural Language Processing in Cybersecurity

In cybersecurity, as in many other fields, information is communicated with natural language. While much of
this is structured data carried in logs, reports, summaries, APIs, documents, and other sources, extracting
meaning from specialized formatting rules and diverse languages presents a significant difficulty. The use of
natural language processing (NLP) adds a powerful, general capability to this qualitative understanding of
cybersecurity. In addition, Al models based on pre-trained representation can predict cyber tasks without
being trained in task-specific data, which is the direction that NLP in cybersecurity is heading. Thus, NLP in
cybersecurity projects tasks, essentially focuses on four questions: Can natural language processing enable
modern cyber systems and users to more effectively automate, communicate within or between systems, or
interoperate with modern systems? What tasks are currently being addressed? How effective are natural
language processing approaches in improving cybersecurity capabilities? Where are the opportunities and
challenges on the horizon?



Shravan Kumar Rajaram ,et.al,/ Kuey, 28(4), 7529 201

For the use of natural language processing, this work surveys a range of research, develops and implements
NLP solutions, develops cybersecurity rationale through this research, and conducts future task investigation
and study. The paper seeks to determine how natural language processing enhances human and machine
understanding capability; for cybersecurity systems and users, its criticality in translating natural language is
addressed and the observed results are described in those tasks. Note that natural language processing is found
to be critical for addressing almost all modern cybersecurity (cyber) tasks, including visualization, analytic
improvement, explanation, and facilitation of remote treatment. The university's key conclusions are: a host
of very significant and unexpected cyber improvements, analysis of displayed visual elements, task
performance metrics, actual task completion well, and task modeling profoundly influence the realization of
human and machine cyber understanding.

4. Applications of AI-Driven Threat Detection

To offer an understanding of the value and benefits of AI-driven threat detection, this section highlights the
use of AI in cybersecurity, the potential challenges regarding compliance with Al-related security
requirements, the risks and corresponding threats, and the important responses to be taken for managing
those security issues.

4.1 Use of AI in Cybersecurity Cybercriminals typically employ automated programmed attacks that use Al
technology to augment the success and evolution of their cybercrime. Thus, cybersecurity industry research
has also been directed towards the application of Al technology for ensuring smart prevention and immediate
identification of a network breach.

Al-driven cyber defenses can achieve this because choosing the threat and coordinating, carrying out,
controlling, or profiting from the attacks generally take more time, energy, and resources of the criminal than
would be necessary to defend against or prevent the attacks. However, the inverse is usually demonstrated by
criminals, using Al-driven attacks. Such attacks are known to be elegant and can escalate without detection,
generally because they are considerably less costly for the criminal and are typically easier and less labor-
intensive. They are often quicker and cheaper actions for delicate system penetration than other simpler
methods used by earlier cybersecurity criminals, but they require a significant amount of time, preparation,
collaboration, experience, and expertise to prevent and manage.

4.1. Network Intrusion Detection Systems

A network intrusion detection system (NIDS) is an independent platform designed to identify malicious actors
within a network or system. These systems frequently use both signature and anomaly-based detection for
identifying threats. NIDS is capable of monitoring a substantial amount of traffic for all devices on a network.
For threat detection professionals who leverage them, intrusion detection systems provide actionable insight
in real-time and generate online alerts or automatic logs of discrepant, actionable, or threatening behaviors.
NIDS is known for its role in identifying threats that might have been missed by other defensive measures like
firewalls and antivirus software. In the instance that these systems do detect a malicious actor, NIDS then
responds by alerting security personnel or executing other preventative actions, thus reassessing and
reconfiguring the security control's runtime status.

False positives are pronounced in NIDS, which can challenge the most crucial aspect of a professional's daily
responsibilities. For personnel, this is picking up the baton when NIDS isn't able to catch threat actors in their
systems. False positives are unavoidable since NIDS can't distinguish between real and false threats, which
alters the learning curve and impacts their lack of efficiency. In addition to this, they are also hindered by the
lack of an accurate measurement of the traffic background. Event logs and high false alarm rates are frequent
complaints, alongside a lack of flow-based detection, high complexity in execution, power usage, poor tracking
features, and low encryption capacity. On the other hand, transparent firewalls can impair the threat detection
ethics of NIDS as its limited visibility of only one side of the communication does not permit the detection of
backdoor traffic or possible evasions.

4.2. Malware Detection and Analysis

Today, the vast majority of malware detection tools and methodologies rely on matching detected anomalies
or network behavior to a predefined list of malware signatures. This method cannot identify new malware or
those altered by cybercriminals for specific attacks.

The newly emerging cybersecurity tools that rely on AI are further shifting the battle towards AI-driven
cybercrime by utilizing the knowledge it takes to build, train, and use innovative models available only to a
select number of companies and academics. Al-driven robust, general-purpose wares are notoriously difficult
to label and leverage.

Signature-based computer security programs depend on pre-existing data points, meaning that if a cyber bad
actor builds a fraudulent site uploads a new file to its site from an unknown source, or tweaks some of its
software, the program will not notice since the fake site mimics no earlier samples and there are no new
samples available for comparison as well.
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An Al tool, on the other hand, can understand distinguished structures from other samples and under different
sub-network characteristics, and through relation to other nodes, like speed, replication, and botnet behavior,
therefore middleboxes have fewer blind spots.

Al-enabled advanced malware teaches itself to operate in ways that can quickly escape solutions used widely
nowadays for intrusion detection and firewall protection. They combine erratic behavior like data leaks,
suspended processing of system files, and clock manipulation to ensure maximal security protection and
spread without exposing themselves.

These tools work by identifying both suspicious system features and data patterns that uniquely link well-
hidden files or codes, which are hard for security systems to detect. They also identify various MAC addresses
or IP addresses connecting to each domain and malware records by looking at different nodes across the
subnets where they appear.
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Fig 5 : Al in Malware Detection

4.3. Behavioral Analytics for Threat Detection

In the context of security, data can reveal highly sensitive information about adversaries' objectives and
capabilities. Al provides the most immediate benefits through data analysis and management. In addition, AI
technologies can enhance both big data updates and analytics and facilitate delivering real-time threat
intelligence and intelligence about large data sets. The number of potential cyber threats could range from a
few transactions per month from a suspect country to thousands of transactions conducted by authorized
system users. The development of behavioral analytics is creating the potential for a significant improvement
in system integrity and cybersecurity compliance.

Behavioral analysis for cybersecurity has been successful in the areas of fraud detection and insider threat
detection. Over the years, various models and methods have been developed to identify insider threats, from
rule-based methods to anomaly detection to clustering algorithms. Most existing models for internal threat
detection and fraud models are similar because they focus on identifying outliers and exceptions to rules, with
particular emphasis on resource requests, time and location, and other characteristics that can be used to
identify anomalies. Few companies make access to the data sources necessary for creating behavioral models
available to their analysts without assistance from the vendor.

5. Challenges and Future Directions

Several challenges are preventing large enterprises from fully adopting an Al-driven approach for real-time
cybersecurity compliance. Some of the prominent concerns are related to data protection and governance. To
use a generic model for training based on a large data dictionary, there would be a need for policies to scrub
parts of data from proprietary business data and information from sensitive parts like encrypted fields and
from an information point that is considered to be sensitive and PII. The ability to use any concrete business
dictionary has to be a must.

With the current generation of AI models, there is a problem of lack of explainability. Interpretable models
that can explain the reasons that contribute to particular decisions. This is especially important in some real-
time decision-making processes in which a trained model may face compliance queries. Data and model drift
are other issues that may arise over time, as generalization to new data can grow weaker. In a real-time online
learning setup, these are important to monitor and real-time updates to models are necessary.

5.1. Ethical and Privacy Concerns

This research aims to inspire further discussions about ethical and privacy concerns, looking for a consensus
among the multi-disciplinary Big-Data research community. Nowadays, big data with machine learning
capabilities is creating effective solutions for several critical domains, like healthcare and disease-related
solutions, in a grid of commercial applications in image and speech recognition, online personal assistants,
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product recommendation services over the internet, automatic music composition, and fraud detection. The
tension between privacy and security on the one hand, and the development and application of data-driven
and machine-learning systems on the other, is not incidental at all. During the last few years, several
researchers described how disclosed data inappropriately collected and processed preserved individuals'
disclosures, including sensitive health-related aspects. Some papers claimed that up to 60 percent of
individuals could be matched by identity from only three data points.

In this cyber context, machine learning and AI are practically becoming synonymous due to remarkable
advances made by the use of big data and powerful techniques in both the training and implementation of
these approaches. We are interested in exposing AI methods that solve several cyber puzzles, especially in the
cybersecurity field, capable of tackling most current challenges. The ultimate goal is that machines could
exceed security defense capabilities bigger than the best human menders, such "cyber principles" are often not
completely shared by many cybersecurity implementations and solutions. We propose Al-based approaches
and have a clear intention to portray practical and technical implications to consider them, discussing technical
and ethical issues for the Al security industry and modeling research community.

5.2. Limitations of Al in Cybersecurity

Just like AT has limitations in the software application area, in many ways, Al in cybersecurity is also limited.
According to Brooks, Al is limited in "Range, Bandwidth, Frugality, Comprehensibility, and Transparency".
These same limitations in AI as a whole can be said to afflict AI as a tool for cybersecurity as well. More
importantly, cybersecurity experts also point out some unique limits of Al, especially its potential to enhance
cybersecurity.

5.2.1. Designing an AI Project with Ecosystem in Mind In cybersecurity, the organizational ecosystem is
complex and can hinder the effectiveness of Al if it is not factored inappropriately. A cybersecurity expert
points to how "the inner workings of a company, which can make the logistics of deposing and replacing the
existing defense complex, must also be considered". Malaiya says "While AI may help in addressing some of
the major issues, it may not address the complete problem — a combination of system hardening and secure
software may." The expert goes on to argue that "computer security needs to be an integrated, proactive
approach that encompasses the hardware, software as well as the system being used." There has to be a focus
on 'proactive defense', smart defense at the user level, and proper endpoint security, all considered as
important as perimeter security. Al can fit into a cybersecurity strategy. However, unless the security
ecosystem is looked upon carefully, the effectiveness of Al's implementation in cybersecurity will not be
achieved.
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Fig 6 : Al in Cybersecurity
6. Conclusion

The global post-pandemic workforce transformation has ushered in significant changes for corporate
cybersecurity. Threat actors sensing opportunities from increased remote workflows, unconscious systems,
and the ever-increasing pace of business are quickly exploiting vulnerabilities. As a result, protection
intelligence-sharing initiatives, such as Threat Detection, Reaction, and Reporting (IDR), are essential for in-
depth cybersecurity. These capabilities need to also leverage big data, machine learning, and Al to establish
the likes of the threats. They need to monitor organizational possibilities continuously to preempt
cybersecurity incidents and help place priorities on proactively addressing vulnerabilities.

IDR measures threat data information collected from open and data sources on computer and network
systems, then exchanged with federated partners, federal resources, and third-party cybersecurity teams. The
National Institute of IEEE CyberSecurity IDSR Compliance Information Sharing Protocol was created to
address private and public challenges in replacing, coordinating, and segregating delicate risk-related data.
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The need for advanced intrusion detection coupled with secure network area models and robust data security
policies is driven. Threats tend to emerge from the universe of unused information to share after data is big.
Monitor and measure with greater simplicity. Organizations need to keep their trust security frameworks as
adaptive and dynamic as the cyber threat lifecycle.

6.1. Future Trends in AI-Driven Threat Detection

The increasing evolution of Al-driven threat detection continued with the R&D of deep learning, a subset of
machine learning relying on artificial neural networks that permit data to be processed and modeled with
human-like intelligence. Deep learning models can expand and improve data patterns by learning to
distinguish and categorize data disregarding the input resembled, and then an examination of prompt, secure,
and reliable predictions. While some challenges have managed the application of deep learning within threat
detection across industries, advancements have mitigated many of those constraints, establishing deep
learning as a pivotal driver of AI and threat mitigation.

The conceptual understanding of deep learning models is becoming clear and polarization is evolving with
easy-to-train models made accessible through libraries of AI models. Recently, optimistic protective
technologies embraced deep learning for particular tasks, particularly deep learning classification models,
which forecast the class of a centered frame. Over time, as scholars and developers continue to engage,
experiment, and produce new implementable models, the AT model state of security measures will persist and
boost.
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