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ARTICLE INFO ABSTRACT

This paper presents an Internet of Things (IoT)-based remote access security system
that combines Radio Frequency Identification (RFID) technology with the capabilities
of the Blynk mobile application for enhanced security and convenience. Built upon the
foundational concept of IoT—interconnecting physical devices embedded with
sensors, software, and network capabilities—this system enables real-time data
exchange and remote control over secure access points via the Internet. IoT
applications have already transformed our daily lives by facilitating smart city
infrastructure and increasing the security of residential and commercial spaces. With
this in mind, the current project leverages IoT to design a smart access system that
can monitor and control entry points remotely. The system employs an EM18 RFID
reader, NodeMCU ESP8266 Wi-Fi module, and software tools like Arduino IDE and
Blynk. The NodeMCU, which serves as the central controller, interfaces with the RFID
module and other components, handling data processing and communication with the
Blynk app. The RFID reader scans authorized tags to authenticate users, and the Blynk
app allows users to monitor and control the door lock status from anywhere in the
world, providing real-time security monitoring and control through smartphones.
This implementation of RFID-based access management not only improves security
by restricting unauthorized entry but also offers convenience with remote
accessibility. This paper details the system's design, implementation, and operation,
highlighting the role of the Blynk app in managing device interactions and enabling
user control through a user-friendly mobile interface. The proposed IoT-based
security solution demonstrates the potential of integrating IoT, RFID, and mobile
applications to create a secure, flexible, and scalable access control system suitable for
residential and commercial environments.
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I. INTRODUCTION

Securing personal spaces has always been a priority, and as reliance on technology grows, so does the demand
for convenient and robust security solutions. With advances in IoT, individuals and organizations can now
utilize connected devices to monitor and manage their spaces more effectively than ever before. Traditional
locks and security measures, while still useful, no longer provide the flexibility, control, or remote monitoring
that modern IoT-based systems offer. In this context, there is a clear need for a device that can enhance security
while remaining user-friendly, versatile, and highly efficient.

To meet these demands, we have developed a smart access system that uses Radio Frequency Identification
(RFID) technology integrated with a NodeMCU microcontroller. This RFID-based security system combines
ease of use with advanced, reliable access control, ensuring that only authorized users can enter a secure area.
The system operates by using RFID tags and an RFID reader module; each RFID tag contains a unique
identifier (UID) that acts as a digital key for the user. These identifiers are programmed in the system’s
database using the Arduino IDE, allowing for accurate user recognition.
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When an RFID tag is presented, the RFID reader module captures its unique ID, which is then sent to the
NodeMCU controller. The controller checks this ID against its database of pre-registered IDs to determine if
the user is authorized. If a match is found, the system grants access; otherwise, entry is denied. This process
ensures that only users with verified IDs can enter the premises, offering enhanced security over conventional
lock-and-key systems.

In addition to its core functionality, this system leverages IoT connectivity through the NodeMCU, providing
remote control and monitoring capabilities. As IoT technology continues to evolve, this access system could be
enhanced with Artificial Intelligence (AI) and Machine Learning (ML) to identify potential threats, detect
unusual entry patterns, and further tighten security. By exploring the synergy between RFID and IoT, this
system exemplifies how smart technologies can be integrated to create highly secure, scalable, and user-
friendly access solutions for modern security needs.

II. Methodology

A. Hardware Requirement

Fig 1: NodeMCU ESP8266

With the advancements in automation and wireless technology, all household devices can now be
interconnected, creating a seamless smart home environment. With the global shift towards digitalization,
convenience and ease of use are becoming accessible to all age groups, from young adults to seniors. A Smart
Home Automation Application powered by IoT enables remote control of basic household facilities, such as
turning lights, fans, AC units, and water pumps on or off, as well as automating tasks like watering plants.

The system relies on the NodeMCU ESP8266 module, an Android application, and internet connectivity. This
paper explores the functionality of the NodeMCU ESP8266, which can interface with various home appliances
through coding and online hosting on a web server. Using the Blynk app, users can remotely manage and
monitor these devices over the internet, offering full control of the connected home environment.

The NodeMCU ESP8266 microcontroller can connect up to eight devices, including sensors and appliances,
depending on specific needs. RFID technology further enhances smart capabilities by supporting secure access
and automation features. As illustrated in Figure 2, the NodeMCU is a Lua-based, open-source development
board featuring the ESP-12E module, which contains an ESP8266 chip with a Tensilica Xtensa 32-bit LX106
RISC microprocessor. This processor supports RTOS and operates between 80MHz to 160MHz, with 128KB
of RAM and 4MB of flash memory for data storage and program execution. The NodeMCU’s robust processing
power, integrated Wi-Fi/Bluetooth, and DeepSleep mode make it ideal for IoT applications, and it is powered
via a micro-USB jack or an external VIN pin. It also supports UART, SPI, and I2C interfaces, enabling versatile
connectivity for smart home automation..

1. EM18 RFID reader

Fig 2: EM18 RFID READER

Radio Frequency Identification (RFID) is a technology that uses radio waves to transfer data between a tag and
a reader, allowing for automatic identification and tracking of objects. In an RFID system, digital data is
encoded within RFID tags, which consist of a microchip that stores data and an antenna for transmitting this
data. When an RFID reader, such as the EM18 reader module, detects a tag within its operating range, it
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retrieves the encoded information through radio signals.

The EM18 reader module is specifically designed to read RFID tag information by capturing the unique
identifier (UID) stored on each tag. The RFID tags in this system contain a 12-digit unique ID that distinguishes
one tag from another. When the tag is brought within range of the reader, the EM18 module interprets this
UID, allowing it to identify the specific tag accurately.

Operating at a frequency of 125 kHz, the EM18 reader relies on an internal antenna that generates a field to
communicate with RFID tags. This frequency is ideal for close-range applications, typically providing a reading
range of a few centimeters to a few inches. The module itself is compact and operates on a 5V DC power supply,
making it easily integrable into microcontroller-based systems like the NodeMCU or Arduino. With its efficient
design and reliable data interpretation, the EM18 RFID reader is widely used in access control, inventory
management, and IoT applications, where it offers secure, rapid identification in a variety of settings

2. RFID tags

Fig 3: RFID Tags

In RFID-based identification systems, tags are attached to items to enable wireless tracking and data collection.
Each tag includes an antenna or coupling element that transmits data, and in advanced tags, electronics such
as microcontrollers and memory for data storage. There are two main types of RFID tags based on their power
sources: active and passive.

Active RFID Tags: These tags are powered by an internal battery, enabling them to operate independently of
the reader's energy. This allows for extended communication ranges, reaching up to 300 feet (approximately
91 meters), which is advantageous for applications that require long-range data acquisition, like large
warehouse tracking. Active tags also typically include more storage capacity, often around 512KB, to support
more extensive data logging, making them ideal for applications with high data storage needs.

Passive RFID Tags: In contrast, passive RFID tags don’t contain an internal battery and rely entirely on power
drawn from the reader's electromagnetic field. Although their range is limited (up to a few meters), passive
tags are typically more cost-effective and easier to deploy in larger quantities, making them suitable for shorter-
range applications like retail item tracking and automated checkout systems.

Development with Arduino and Other Vendor Boards: In the context of RFID and IoT applications,
development boards like those from Arduino are widely used for prototyping. Programs written in the Arduino
IDE are called "sketches." Each sketch is a code file that can be saved under different names with the .ino file
extension. This flexible setup allows developers to implement various RFID functionalities and interact with
different RFID tags and sensors using third-party cores, which expand the compatibility of the Arduino
environment to support a range of third-party development boards.

This modular setup provides an accessible environment for developing RFID applications, from item
identification and tracking to complex IoT integrations.

2.Blynk App

r Crmte
Fig.4 Blynk Application
Blynk App provides a platform to user for designing own app that is connected to the Blynk Server that provides
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a path for transmission andreception between the developed project (kit) and user which is shown in Fig.4.
III. IMPLEMENTATION

B. Software Required
1. Arduino IDE
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Fig.5 Arduino IDE

Arduino Integrated Development Environment (IDE)shown in figure 5, is a cross-platform program developed
in C and C++ functions. It's used to createand upload programs to Arduino-compatible boards,

A. Block diagram

Fig.6 Block diagram

The above figure 6 represents the block diagram of the project IOT based secure system using RFID andBlynk.
In this system, an RFID-based setup is used to verify user identity through a structured input-control-output
process. Here's how each part works in detail:

Input

The input system includes an RFID reader module that interacts with RFID tags. Each RFID tag is embedded
with a unique identifier (ID), which the system uses to recognize different users. When a tag comes within the
RFID reader's range, the reader detects the unique ID on the tag. This unique ID, which is pre-assigned in the
integrated development environment (IDE), represents each user. This means that in the code, each tag's
unique ID corresponds to specific user data, allowing the system to verify user identities automatically. After
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reading the ID from the tag, the RFID reader module sends this data to the NodeMCU microcontroller.
NodeMCU is used here as the primary control unit for processing the ID data and handling the subsequent
decision-making.

Control Unit

Upon receiving the ID from the RFID reader, the NodeMCU checks if the ID exists in its database. This
database contains pre-approved IDs representing authorized users. The NodeMCU compares the received ID
against this list to determine whether the user is authorized. If the received ID matches an entry in the
database, the NodeMCU identifies the user as valid. Otherwise, the ID is marked as invalid. This step is crucial
for security and helps in filtering unauthorized users from accessing the system. Once the verification process
is complete, the NodeMCU decides the appropriate response. If the user is valid, the NodeMCU prepares to
send a signal to the output system.

Output

When a valid user ID is detected, the NodeMCU generates a high signal to activate the output mechanism,
effectively granting access to the user. This signal may, for example, unlock a door, activate a device, or allow
the user to proceed with further actions. Simultaneously, the NodeMCU logs the successful access in the Blynk
terminal. Blynk is a platform that connects IoT devices with a user interface, enabling real-time data viewing.
By recording the user ID in Blynk, the system maintains a log of each access attempt, including details of
authorized users who accessed the system. In this setup uses RFID tags and a reader module to verify users
through a structured input-control-output process. The NodeMCU functions as a control unit, processing the
IDs to grant access, while the Blynk terminal provides an interface for tracking access attempts in real time.
This method ensures secure and efficient management of user authentication and access control.

B. Process Flow
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Fig.7 Flow chart

The above figure 7 represents the flow chart of the project IOT based secure system using RFID and Blynk. The
input consist of a RFID reader module and the RFID tags. RFID reader tags consist of unique ID which can be
assigned to the user in the IDE to identify them. The tags can be read by the RFID reader module sensor and
the ID is passed on the Node MCU for the processing.

The data received from the RFID reader module is used to check the identity. ID received is processed to check
the existence of the user in the database of Node MCU. If the ID is present and valid, the appropriate results
are passed to the output.

A high signal is received as output from the processing unit i.e., Node MCU. The access is granted and the user
ID is recorded in the Blynk terminal.

IV. RESULTS

The IoT-based security system was successfully tested and implemented, demonstrating its effectiveness in
providing secure access management. Figure 10 presents the final setup of the system, showcasing the circuit
connections and operational functionality. When an authorized user scans their RFID tag at the RFID reader,
the LED indicator lights up, confirming successful identification and system response. This visual feedback is
essential for users, as it clearly signals the status of each access attempt.

Figure 11 displays a screenshot of the Blynk app, specifically highlighting the terminal output section. Here,
the names of authorized users appear in real-time each time their RFID tags are scanned, confirming their
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access. This log not only serves as a record of entries but also provides the user with a transparent view of
access events, making it easy to monitor who has gained entry.

The Blynk app’s Remote Access feature offers flexibility and control, allowing the system administrator to
manage permissions. Through this feature, the owner can remotely toggle access settings for registered users,
enabling or disabling their ability to unlock the system as needed. This feature exemplifies the system’s
convenience and adaptability, especially in scenarios where immediate changes to access permissions are
required. The results of the implementation show that the system is highly functional, responsive, and user-
friendly, with practical applications in enhancing security for homes or small offices. The use of IoT technology,
RFID identification, and remote management via Blynk successfully addresses the project’s goals of providing
both security and convenience.

Fig 8: Final implementation

Fig 9: Blynk interface
V. CONCLUSION

The Internet of Things (IoT) connects the digital world of information technology with the physical world,
enabling devices to communicate and operate together seamlessly. Technologies like RFID and sensors
enhance convenience and comfort in our daily lives. This project, "IoT Secure Access System Using RFID and
Blynk," demonstrates how IoT can provide accessible, secure entry management. In this system, each RFID
tag’s unique ID is registered in the Arduino IDE, linked to a username for straightforward identification.
Registered users can simply scan their tags to gain access, with each entry logged in the Blynk application’s
terminal. Access permissions can be managed remotely via the Blynk app, allowing the owner to deny or permit
access to registered users as needed. The RFID tags must be scanned within a 5¢m range for accurate detection.
Our IoT internship provided foundational knowledge that enabled the development of this secure access
system and opened doors to other innovative IoT projects.
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