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ARTICLE INFO ABSTRACT 
 Over the past few years, the financial services industry has been buzzing with 

buzzwords around artificial intelligence (AI). Banks’ media releases profess their 
cover to be on the cutting edge of AI in order to make better use of customer data, 
understand customer needs and preferences, and deploy responsive products and 
services. AI’s applications in banking include management of risk (credit, market), 
compliance with AML regulations, cyber fraud detection, marketing 
communications, workforce optimization (scheduling of tellers), and treasury 
functions (fund and liquidity management). Most of these applications involve 
process automation, allowing for the work to be done more efficiently, but they do not 
fundamentally change the mode of operation of banks. The rise of better and noisier 
predictors in the history of financial markets has historically been met with 
restrictions and disqualifications so as to uphold a level playing field. As financial 
services institutions continue to explore ways to enhance their existing predictive 
models using ML technology, regulators and industry standards boards also take 
interest in the challenge of ensuring that ML models champion the same principles 
and objectives as their predecessors. 
A long list of AI governance challenges stimulated the work described here. Their 
chronic presence as detected by too few FRTB, AML and other governance abuses 
would seem to call for new solution approaches. This work presents a high-level AI 
system framework and modular building blocks that map emerging self-regulation 
practices and tooling to assist efforts to mitigate governance risk in financial services. 
Focus is placed on the design of tooling for financial services ML models for 
autonomous, ongoing operations. A financial services firm’s AI systems ought to 
abide by a host of regulatory and ethical principles, requirements and obligations akin 
to the algorithmic proxies employed to execute trades. 
To that end, building blocks are developed that are suggested for integration into the 
AI systems of banks and other financial institutions in order for them to assure 
compliance with regulation and upholding of ethics through self-regulated behaviour. 
Building blocks are defined broadly in that they aim at reusable, off-the-shelf 
automation scripts that allow for the independently and easily executable 
instantiation of governance processes tailored to model and regulation specifics [2]. 
The rooting of the tooling and best practices in the governance risks faced in the 
financial services industry, and in their consequences, might also provide a step 
towards prioritizing and demystifying the immensely daunting challenge of AI 
governance for firms across industries. 
 
Keywords: Scalable Architecture, AI Infrastructure, Cloud Computing, Banking 
Compliance, Regulatory Frameworks, Data Governance, Hybrid Cloud, Model Risk 
Management, Data Privacy, Edge Computing, Secure Data Storage, AI Model 
Deployment, Financial Services Cloud, Real-time Analytics, Infrastructure 
Resilience. 

https://kuey.net/


5298  Bharath Somu / Kuey, 29(4) 10143 

 

1. Introduction 
 
To remain competitive amidst these changes, financial institutions (FIs), including banks, insurance, and 
investment management firms, are challenged to harness artificial intelligence (AI) technologies on a vastly 
larger scale. FIs need to embrace industry-level engagements around the responsible use of AI to prepare for 
rising regulatory scrutiny. Though the benefits of responsible AI technologies are tangible in the short term, 
many incumbent FIs are impeded by a lack of comprehensive, institution-wide governance surrounding 
responsible AI, and a marketplace of AI tools that has yet to prioritize features associated with fairness and 
explainability over predictive performance. 
Generative AI tools are already helping to enhance customer engagement, fraud detection, risk management, 
regulatory reporting, and efficiency across back-office operations. However, the rise of large language models 
has raised concerns concerning the opacity of model training, possible proprietary data leaks, and potential 
discriminatory outputs (unintended “hallucinations,” toxic outputs, etc.). Multi-billion dollar fines against may 
prompt action. However, organizations tailoring external tools may not directly own the risks. Externally 
sourced AI outputs may be viewed merely as “black box” results for due diligence screening. 
Conversely, organizations using large language models “off the shelf” may acquire direct liability for even trivial 
outputs (e.g., biased hiring or sales advice). In either case, efforts to track, interpret, and ensure the responsible 
use of AI (e.g., compliant label applications) are impeded, potentially leaving institutions unprepared for 
liability capture around new forms of execution, an area combatively ultra-precedent and discerning in terms 
of deniability. At present, most FIs have only rudimentary multi-purpose controls (e.g., call audit trails, generic 
aggregators) to capture liability across vast numbers of institution-customized or 3rd-party AI outputs. 
Controls monitoring for compliance or danger signs regarding risk exposure are rarely prompt, institution-
wide, or built on extensible utilities in tandem with outputs’ speed. 
 
1.1. Background and Significance 
In recent years, there has been a growing recognition of the potential for artificial intelligence (AI) to enhance 
business in the banking sector and the financial services industry more broadly. As of 2023, of the $2 trillion 
in revenue earned by the banking sector, it is estimated that around 20% is attributable to AI. Banks now invest 
heavily in AI capabilities, with estimates ranging from $6-$13 billion in capital expenditure directed towards 
AI-related projects in North America alone. Banks employ AI in a variety of different use cases, including: anti-
money-laundering (AML) applications and fraud detection, loan underwriting and credit risk assessment, 
algorithmic trading, credit scoring, cross-selling, marketing outplacement, and chatbots. 

 
Fig 1: Cloud Computing In Banking. 

 
Despite the substantial revenue that banks achieve from AI, many banks have been unable to successfully 
deploy their investments in AI governance systems, as poor data quality, lack of clear ownership arrangements, 
and insufficient talent/thought leadership hampers successful deployment. While banks compete to attract 
more clients and customers with AI services, they also struggle with the unique risks that these AI applications 
introduce. Because financial services have a significant impact on society and the global economy, regulatory 
authorities are keenly interested in the safety and reliability of AI in finance. Given the anticipated speed of AI 
diffusion in finance, regulatory authorities are also compelled to act quickly, often resorting to ad-hoc decisions 
that may not align precisely with the governance norms defined by banks. Banks worry that oversight agencies 
might miss important events that affect safety and fairness, but they also fear that bureaucratic inertia will 
hamper accurate and timely channels of communication, leading to unnecessary delays in the adoption of AI 
services. Regulators consequently are unsure how to address the potential for unintended consequences of AI 
in finance while simultaneously preserving competitive fairness. As the issues are complex and multifaceted, 
an effective solution needs to cut across issues and a cooperative solution will involve functional controls from 
both sides (the banking industry and the supervisory authorities). 
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2. The Role of AI in Banking 
 
Artificial intelligence (AI), which imitates human intelligence through effective computer processes, has 
become a key sector in the surge of financial technology (FinTech). AI, a major branch of FinTech, can improve 
big data analysis and process capacity, so it can play an important role in addressing the difficulties of digital 
transformation in banking. The effective implementation of AI is one of the effective ways for banking 
regulatory compliance to meet financial technology development trends and to respond to regulatory demands 
in a timely manner. 
AI investment in the banking industry has gradually expanded since the coronavirus disease 2019 (COVID-19) 
pandemic, relieving the concentrated work shortage caused by limited on-site workers. AI can forward 
numerous workloads of back-office financial systems, such as reviewing massive amounts of bank financial 
reports and processing receipts from corporate accounts. AI in FinTech also exploits innovative channels for 
banking services, including voice input, video consultation, onboard facial recognition cameras, and innovative 
smart banking distribution, increasing customer interaction with banks and forming a new banking ecology. 
These advances in AI in FinTech are leading to an unprecedented increase in customer flow and transaction 
volume for banks. 
As the next round of competition in banking, AI is reshaping banking ecology. The excessively scalable 
infrastructure for AI in banking requires being built to meet this unprecedented opportunity. While AI is driven 
by financial data and is forming a new banking ecology, regulatory compliance for AI in banking is a challenge 
for traditional compliance models. Current regulatory demands on banks’ AI usage would be reviewed based 
on bank regulation principles. The interactive analysis model between cloud computing infrastructures and AI 
regulatory compliance demands in banking would be proposed. A case study is adopted to examine how cloud-
computing-based infrastructures for banking AI usage impact the regulatory compliance on banks’ AI usage in 
return. 
 
2.1. Current Trends in AI Adoption 
Artificial intelligence (AI) is influencing every aspect of business and society by finding applications in diverse 
domains like healthcare, finance, transportation, and education. Large language models are engrossing much 
imagination and attracting attention on the potential for creative approaches. AI is ready for further integration 
into banking and financial services as it is developing from opportunities into actual business use cases. Banks 
are investing heavily in AI for different use cases across the business, joining a community of other service 
sectors that have started or matured the journey towards becoming an AI operation. AI represents the top 
technology priority for banks in the developed world, and a significant percentage of executives expect AI to 
have a wide-ranging impact on their business in the short to medium term. 
AI produces some promising yet complicated implications lying ahead for banks in the respective areas of 
generative AI applications that are cool and creative, regulatory challenges in the application of these 
technologies and the management of AI more broadly, and ethical concerns in issues of trust, transparency, 
and accountability. The window of opportunity for banks to exploit their AI investments before the regulatory 
landscape becomes an obstacle is reportedly narrow. Regulators need to achieve a delicate balancing act of 
protecting clients from AI-technology-specific risks without stifling innovation in an area that promises to 
create the next generation of financial products. The hurdles are high since the regulation of AI technologies is 
currently fragmented, and the expertise that regulators need to deliver on these mandates is nationalized by 
the specific language models developed or politically sensitive controlled by private enterprises. 
AI tools such as generative AI have the potential to automate the manual transformation of years' worth of data 
into the formats needed to automate regulatory reporting procedures. AI programming aids in the automation 
of developing know-your-customer processes and improving the client onboarding experience while 
simultaneously addressing remediation of gaps per regulatory requirements. AI-based analysis and reporting 
tools could also substantially reduce the effort of identifying and reporting suspicious activity while improving 
the results. AI-powered language or process models are useful for semantic link generation based on textual 
regulations for smaller institutions or reference regulation generation for non-standard operations. 
 
Equ 1: Scalability Function for Compute Resources. 

 
2.2. Benefits of AI in Financial Services 
AI systems could potentially play a significant role in meeting regulatory requirements. AI systems could sift 
through large amounts of data to test associations and locate decision-making rules. Moreover, given the 
cyclical nature of legislation, AI systems could be particularly adept at monitoring compliance amid rule 
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changes. Developing regulatory AI could ultimately cut costs and boost financial stability. Moreover, 
developing AI for financial stability monitoring could lead to data and algorithm cross-fertilization that benefits 
both intentions. Fostering innovation is vital for the prosperity of banks and economies overall. Enhancing 
current regulations on algorithmic trading, fintechs, and autonomous decision-making might permit greater 
experimentation curves. Additionally, laws governing the permissible ownership of sensitive data could be 
refined to spur a search for valuable new information. Finally, the authorities might lead by example and 
experiment with AI-based analysis of risk measurement and the creation of their own machine-learning-based 
reporting requirements for disclosure. 
 

3. Cloud Computing Fundamentals 
 
Recent global orders have increased in demand for enabling AI in finance sector services globally due to the 
AI/ML revolution. This has increased demand for scalable underlying cloud computing infrastructure for 
compute, storage and network resources needed for training AI models and serving predictions at scale. With 
latest advancements in cloud technology making cloud computing a commodity, aligning the underlying cloud 
computing infrastructure with AI service demands is crucial for investment returns. 
Banks have millions of customers and trillions of dollars in assets. Managing personal, client and firm financial 
data at such a scale is challenging. AI/ML technologies are enabling smarter digital finance services that result 
in significant investment efficiencies and return on investment. Most machine learning in finance applications 
primarily focus on supervised learning in areas like risk assessment, fraud detection, anti-money laundering, 
algorithmic trading, algorithmic investing, financial planning, credit approval and asset classification. 
However, by the time banks deploy AI/ML models to production and generate revenue off the sophistication 
trained by thousands of data scientists over months, rapid production finance data changes outdate the AI 
model. This paper presents challenges in evolving the underlying big data technology infrastructure with which 
AI predicts based pre-computed features for rapidly evolving finance structured data and sequential 
unstructured data at scale. 

 

 
Fig 2: Fundamentals Of Cloud Computing. 

 
To stay competitive in a digital economy and avoid repeating history when past banks could not adapt leading 
to vanishing, banks globally are investing heavily in machine learning technologies. Specific investment areas 
include: Talent: Banks are hiring native digital talent e.g., data ingestion engineers familiar with state-of-the-
art in big data technology stacks for handling structured, semi-structured and unstructured data. Tools and 
infrastructure: An end-to-end prescribed technology stack that bridges cloud infrastructure and finance service 
vendors technology stacks with security and privacy is established. Big data processing stack with 
Beam/Flink/Spark for processing billions of record structured or sequential data in parallel across commodity 
cloud or on-premise computing nodes. 
 
3.1. Types of Cloud Services 
The industry has been successfully adopting three common types of cloud computing service models: 
Infrastructure as a Service (IaaS), Platform-as-a-Service (PaaS), and Software-as-a-Service (SaaS). IaaS 
includes servers, storage capacity, and network bandwidth. More explicitly, IaaS refers to anything to do with 
raw hardware such as virtual servers, memories, storage, network devices, IP addresses, load balancers, etc. 
This service nevertheless provides all raw resources, and customers must monitor that those resources are used 
fairly, keeping an eye on the conclusion metrics. Pricing models include metrics such as server timeout, storage 
capacity, or RAM endurance. 
PaaS provides an externally managed platform for building and deploying applications and services. With PaaS, 
developers throw third-party software set in some cloud infrastructure and just care about their application 
code, normally written in Oracle APEX, Java, .NET languages like C#, or JavaScript. Services include but are 
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not limited to managed SQL databases. Rentable situations evolve almost exclusively in the controlled 
environment tentacles of the provider, and price metrics usually involve monitoring the amount of data stored 
and data exchanged with the cloud. 
SaaS generally provides a rough application ready to be used without the need for implementing any piece of 
software, whether front-end or back-end. Services cost is contained worldwide; pricing levels depend on 
resource allocation restrictions, such as the number of simultaneous connections or the time of Database 
Retrieval. Computation and storage lie over the PaaS and IaaS clouds, just with the exception of the resources 
controlled by the consumer, which are some front-end devices with a web browser. 
 
3.2. Cloud Deployment Models 
Cloud Computing Deployment Models (Public, Private, Hybrid, Community) 
Cloud computing encompasses a service-oriented computing paradigm that renders virtually all computing 
resources available online as a utility. A cloud computing service is an arrangement where the service provider 
proposes and manages computing resources, on demand, to the end user customers through a network on a 
pay per use basis. With the fast growth of the industry, various cloud computing services became available, 
which provides a heterogeneous service pool. These services are based on diverse ICT components, including 
hardware, software and computer networks. So classifying the cloud computing services is becoming a 
significant issue. The classification should encapsulate the major characteristics of the cloud computing 
services, including data location, service usability etc. 
In consultation with the experts and cloud platform specialists the classification is built on the cloud computing 
service, platform, infrastructure, network and deployment models. The cloud computing service models 
provide a rationale for classifying the development of cloud computing. Over the years, the cloud computing 
service models have evolved from basic utility services into platform services which manage, develop and 
support applications over the cloud. Parallel to this, new service models have emerged that offer mission 
critical, intangible, business services over the cloud. This classification provides a novel taxonomy which 
comprehensively categorizes the latest service models in practice. 
Additionally operational details of each service model are delineated, including their cloud delivery context. 
The cloud computing deployment model comprises development and networking models which characterize 
the underlying cloud architecture. It targets the deployment models with its constraints, proficiencies and cost 
factors. Most of the constraints and issues are broad and thus applicable to any cloud computing service model. 
In addition, with the cloud computing deployment models the service delivery context covering the cloud 
vendors, cloud services and conditions is incorporated. 
 

4. Regulatory Landscape 
 
The financial industry is undergoing what is called a digital revolution. Processes such as credit underwriting, 
fraud detection, Know Your Customer (KYC), Anti-Money Laundering (AML), and algorithmic trading are now 
being automated. Artificial Intelligence (AI) is playing a key role in this transformation. Recent reports from 
analysts indicate that AI in financial services (FS) can be used to automate and improve a wide range of 
processes, from chatbots handling customer questions to credit scoring supporting decisions for loans or credit 
cards. Yet, the design and deployment of AI is quite a challenge for banks. 
On the technical side, developing predictive models involves not only machine learning (ML) model building 
but also preparation of the data, feature engineering, selection and construction, model evaluation, testing, 
interpretation, monitoring, maintenance, and retraining. Banks generally deal with the tension between agility, 
flexibility, and reliability of change on a catwalk to production modeling and digitally driven change 
management processes. Errors with customer-facing applications are extremely costly and damage the brand 
of the bank and trust with its customers. Therefore, banks are among the most conservative industries 
regarding the adoption of powerful ML methods such as unmonitored learning, black-box models, or any other 
technology that can be flagged by their regulators as untameable. 
Cloud computing is the go-to-market strategy for enterprises due to organizational cost savings and operational 
efficiency. However, only 20% of the highly regulated enterprise workloads and sensitive data have been 
deployed so far in the cloud. The remaining 80% are still running on-premises. The significant challenge to 
adopting cloud for this remaining 80% of the applications is the strong need for these highly regulated 
enterprises to comply with constantly evolving regulations and legislation. Adoption of cloud services can pose 
challenges to the compliance of enterprises as they expose their data and workloads to a third-party provider. 
 
4.1. Key Regulations Impacting AI 
AI is becoming more prevalent in the financial sector, especially with respect to banks. Banks utilise AI for 
decision-making across virtually all businesses, in roles from front to back office functions, including but not 
limited to credit card, mortgage, and auto loan underwriting, customer service, sensitive paper writing, anti-
money laundering detection, and credit card fraud detection. AI comes with a myriad of potential benefits in 
banking, spanning from outperformance of traditional models, efficiency gains, and additional forms of risk 
controls, which is well noted in research. One current researched use of AI in banking is to replace sensitive 
paper writing in robotics process management by an AI system that writes academic papers, media reports, 
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and research business reports. This kind of use comes with a very happy story for banks. In addition to AI 
governance frameworks, control checks, and regulatory guidelines, banks also have the important task to keep 
records of how the AI models are developed in a long-term fashion. With no records of this kind, the regulations 
cannot be complied with, which might cause damage to the bank's reputations and finances. Next to the shaping 
of architecture and the sustainability framework, there is also the initial need for a project team, which should 
span three skills domain: financial experts from business lines who can articulate high-level business and 
product requirements, data scientists and quants from quantitative risk lines of defence who can build the 
required models which directly impact P&L and capital, and engineer resources who can develop the data 
infrastructure and the usage service platform. Such a multi-disciplined team is necessary because AI in banking 
should be a business-driven process, as is the case for all applications in the financial realm. In order to seek 
financial benefits from AI, banks need to first have a deep understanding of their businesses, including product 
settings, risks, and regulations details. 

 

4.2. Compliance Challenges in Banking 
Cloud computing holds great potential for banking institutions. Banking institutions can leverage its efficiency 
to process vast amounts of data across numerous sources and implement innovative AI models. However, many 
banking institutions limit their usage of cloud computing to non-critical tasks. One major reason is regulatory 
compliance, specifically the compliance challenges posed by intensive regulatory controls and continuous 
monitoring needs for machine learning models. Banking regulators keep improving regulations and providing 
guidance for the responsible use of machine learning models, while banking institutions must also comply with 
these updated regulations to avoid massive fines and reputational damage. Therefore, regulators place an 
extremely heavy burden on compliance. Meanwhile, a long list of rigorous AI governance challenges further 
motivates the need for self-regulating AI solutions. AI systems must be continuously monitored for regulatory 
violations and non-compliance risks owing to constantly changing regulations, emerging control specifications, 
and model updates. The rapid improvement of the machine learning industry also helps developers quickly 
adapt models to changing data distributions and regulatory environments, which can result in difficult-to-
interpret system upgrades, sometimes resulting in catastrophic AI behavior. Commonly used model 
governance techniques such as audit-trail logging, manual risk analysis, and post-hoc explanation fail to 
provide timely evidence for regulators to decide consent measures, further enforcing the need for proactive 
self-governance solutions by AI systems. 
An AI system needs built-in self-governance mechanisms to manage its regulatory behavior through run-time 
regulatory monitoring, explainable agent-based internal reporting, and model-regulatory communication. 
Banking regulators play a crucial role in ensuring that banking institutions use trustworthy AI systems. 
However, regulators also face some critical issues, including the high development and maintenance cost of 
compliance tools, limited resources for regulatory monitoring, and ever-looming black-box situations. It is 
extremely challenging for regulators to keep using existing compliance tools to monitor self-referencing and 
novel AI systems. AI systems often use their knowledge and understanding to make automated machine-
learning decisions, which considerably limits the abilities of traditional rule-based compliance tools. Banking 
regulators must also develop sophisticated model-specific compliance tools to ensure that AI systems 
continuously comply with regulations. Finally, existing compliance tools fail to deliver explanations in the same 
format as AI systems, which further complicates human-directed compliance monitoring and communication, 
making it especially useful for regulators to efficiently monitor the compliance of AI systems. Therefore, this 
paper provides a self-regulating AI-powered regulatory monitoring system that is designed for complex, 
constantly evolving regulations, and that can be feasibly operated by regulators of various capacities. 
 

5. Designing Scalable Infrastructure 
 
In this section, the building blocks for computing infrastructure deployment in the context of cloud and parallel 
computing are discussed. However, care should be taken to avoid cloud vendor lock-in and use container 
technologies for reproducible and flexible deployments. Two paradigms for cloud computing are described: 
structured and heterogeneous. Structured clouds have a predictable architecture with a fairly standardized API 
to access the infrastructure. Public clouds are structured clouds in which the market price is determined by 
supply and demand. In contrast, a heterogeneous cloud is a collection of a variety of computing services: public 
clouds, private clouds, and bare metal machines. Many applications have been successfully deployed on 
structured or heterogeneous clouds, including genomic data processing and COVID exploration using social 
media data. 
In cloud and parallel computing design, there are two critical types of resources: stateless (or shared-nothing) 
and stateful (or shared state) resources. Stateless resources can easily scale in both vertical and horizontal 
dimensions without clear bottlenecks on static resources. Thousands and millions of stateless resources can be 
obtained at real-time and non-exorbitant prices. In contrast, stateful telecommunication services, ranging from 
teleconferencing systems to gamer engine cloud rendering, face an ever-growing demand for data. Increasing 
the state resources leads to poorer performance and more severe bottlenecks, which is why they are slower to 
enlarge. 
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Stateful resources can be divided into different classes: storage and process. Storage resources can be put in 
the middle layer and be easily shared among computing resources. Database engines could also be used to store 
statistical information across time, but they were found to be hampered by long execution times, especially 
with large timestamps. In fact, thousands of jobs may be executed per second but the result cannot be fetched 
until months later, so central database processes should be avoided. Much effort has been devoted to task-
scheduling or monitoring jobs in a generic fashion. Standardized and intuitive tools are needed to be developed 
to improve the efficiency and usability of system cloud computing. 
 
5.1. Architecture Considerations 
In addition to applying technologies to AI-based three clouds, three major architecture considerations may be 
beneficial to enhance the implementation of regulatory AI. The proposed architecture to build such AI systems 
with better compliance capabilities may not only help with deployment in phases but also enable logical 
operationscale test capabilities that are highly important in distinguishing the capabilities of various AI 
technologies. The architecture allows human experts to analyze the performance and behaviors of the AI system 
and accordingly improve system compliance based on priori unexplained flaws and evolving regulations. 
The architecture also better modularizes the AI functions by mainly separating the AI model deploying and 
monitoring. Such an architecture allows regulatory experts to focus on governance development and testing 
while AI experts pay more attention to the model and system development without embedding AI governance 
knowledge in the core AI model layer. Generally, the proposed architecture to build AI systems with better 
governance capabilities applies to many more AI-enabled financial products or services. Even though the 
methods of system architecture realization or the progressive deployment phases may differ in different 
scenarios, a similar system logic, architecture design, and application scenarios are envisioned in broader 
relevant domains. 
In addition, regulatory experts and formal assurance researchers may also enhance the design of governance 
blocks in the following ways. The design of monitoring blocks is a highly complicated problem domain for many 
AI models in which traffic monitoring is just the simplest case. Moreover, in addition to compliance checking 
such as “influence performance indicators,” there are many other ways to enhance the transparency and 
interpretability of AI outputs that may help compliance. Output explanations can be a favorable option to 
embrace certain regulation requirements even without enhanced corrective schemes. 
 
Equ 2: AI Model Latency Under Load. 

 
5.2. Data Management Strategies 
The convergence of Artificial Intelligence (AI) and Cloud computing is presently one of the most important 
preoccupations of the IT industry. The key arguments of privacy, control, and latency are important, but these 
aspects aren't exclusively reasons for the divergence of Cloud computing and AI for Banking. The key reason 
lies in the regulatory compliance demands distinctly different demands for designing compliant AI 
infrastructures than for ordinary Cloud infrastructures. Therefore, the requirement for specialized AI 
infrastructures or advanced tools for AI regulators capable of ethical compliance checks compensates for the 
lack of economies of scale. 
For implementing a hybrid multi-cloud based regulatory Attorney solution for AI concepts and role design, 
implementation, testing, and performance analysis, setup a cloud-native AI architecture with basic 
components that are separate microservices and enabled API connections between those components. The AI 
design component is responsible for capturing a data-driven AI concept. The AI implementation component is 
for AI model settings, model training and testing, and performance evaluation. The AI testing component goes 
through the AI implementation component and performs the testing set to ensure the AI concept specific 
compliance with truthfulness, explanation, and fairness. The AI monitoring component observes and checks 
the execution of the component AI rules, maintaining solvable slowness on-the-fly. The AI controlling 
component ensures the compliance and archiving for potential scrutiny. 
The setup AI architecture is invulnerable to the potential breaches of Cloud service ecosystems, but for testing 
the required changes, it is needed to miniaturize the components and run them within the local Infrastructure-
as-Code Cloud-native environment. The setup AI Architecture is scalable, has an enhanced performance 
computation architecture, hybrid architecture completely separated execution/storage cloud-native containers 
and plain server components. 
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6. Integration of AI with Cloud Solutions 
 
The integration of AI technology into the cloud brings major benefits. On the one side of the coin, AI systems 
may significantly streamline cloud operations. For example, the system monitoring in the cloud can be 
offloaded to an AI-based system. For another example, an AI-based software may realize both cloud resource 
usage forecast and billing adjustment when analyzing historical billing and resource usage data. These are just 
two of countless examples of how AI is used in cloud systems. Certainly, on the other side of the coin, cloud 
systems provide a vast amount of data to AI systems. Massive user traffic data logs and monitoring time-series 
data are all desirable resources for AI training. Large Language Model (LLM) engines need large amounts of 
raw textual data, while Generative Pretrained Transformer (GPT) engines need a vast amount of data in any 
possible format. These data are typically massive in volume and rich in types. The cloud pays a huge amount 
for the collected data to be valuable. 
Banks must plan ahead on the AI-cloud integration to seize the opportunities while mitigate the downside risks. 
Current reg-tech systems on AI technology compliance typically focus on risk assessment after deploying an AI 
system. It can hardly identify problems in the machine learning and data handling process before the machine 
learning model is released. The absence of early-stage incorporation acceptance creates adversities because 
huge manual costs can be incurred for real-time manual screening or sensor failure can prompt a regulatory 
inquiry into the calculated risk with far worse consequences like loss of revenue, reputation, or even being 
banned from the market. The lack of directly compliance-oriented R&D in AI technology can lead to the broad 
adoption of AI systems with poor robustness and trust, simplistically applying them to make key decisions 
without fully understanding them. Over-reliance on AI for compliance may incur huge manual costs if detection 
falls short. 
 

 
Fig 3: AI in Cloud Computing. 

 
6.1. APIs and Microservices 
Service-oriented architecture (SOA) is a software design pattern and architectural style consisting of services, 
which communicate with each other. It permits collaboration between different components, which 
communicate with each other, regardless of where they are located. One aspect of this communication is that 
services are independent from the platform or programming language. This drastically enhances scaling as 
components of the service can be divided over resources more freely compared to monolithic applications. It 
becomes easier to split workloads by distributing the load between multiple instances; new instances might be 
created and destroyed on the fly or become unavailable. Either way, it is not necessary to change the referring 
code. New components can be added to a service without needing to change existing code, as the only change 
usually required is to add new interfaces. Automated deployment procedures can be used for this. SHERPA 
should thus be built from components that can communicate using Abstract Objects (AOs). These would likely 
be fielded via Web Services, which since their introduction have grown in both communication protocols such 
as RPC, and object serialization formats like XML and JSON. Initially thought to be a rather heavyweight 
protocol with which to work, they are now supported by a bunch of lightweight frameworks from coding to 
deployment. 
Components are better split in a marketplace, as component A in the rain-sensing cane might be best when 
running within the mobile phone, while component B can be more effectively processed using the back-office 
high performance hardware infrastructure in the bank building. The individual services of SHERPA can be run 
anywhere; on the cane, on the prepayment machine at the supermarket, or the cache services at temporary 
points rather than in the mobile phone itself. In the case of picky banks, service interfaces can and should be 
virtual, meaning that the market can earn credits to cache computations from previous interactions with 
externally marketing SHERPA. SHERPA should not be engineered to be ultra-robust, instead, it should be 
engineered to be light-weight and fault foreshadowing. Long-term observations of the current disabilities of 
the blind ingredient users would suggest which flaws to consider. A simple double-processing check on the 
inbound trajectory of products might miss only a very small fraction of the box-like shapes, which nonetheless 
could be extremely hazardous. As a result, a mix-and-match environment for AI components within micro-
services is suggested, enabling low-cost experimentation. Nevertheless, many privacy and ethical questions 
remain about the use of such technology. 
 
6.2. Data Lakes and Warehousing 
Data lakes are large capacity and cost effective compared to SAS, supporting high velocity data ingestion from 
different sources and types. Data vendors with diverse offerings range from raw file storage to pre-built ETL-
data pipeline products. Data lakes and warehouse implementations are constantly evolving to meet regulatory 
requirements. Thus far, near real-time imacri and batch compliance monitoring data lakes are separated by 
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different vendors and tools. Data lakes have not been explored for developing compliance rules for low-latency 
data feeds. Hybrid approaches with complex and heterogeneous data lakewarehouses environments and cloud 
datasets are being established with data marketplace products. Data retrieval methods with cost-effective 
optimizations and functional correctness model checking on business-data conjunction encodings are under 
investigation. Data Lake Houses adjusting/redistributing stored data for performance purposes benefit from 
weather observations. 
Early studies on data lakes were conducted and the coined term data lake has frequently been used as a 
buzzword and in marketing by different vendors. Some papers focus on stability and industrial-grade 
implementations while others focus on one-time use cases or automated business techniques. It has been 
argued that modular data lakes are on the opposite side of the spectrum compared to monolithic ones. A new 
approach to perform non-traditional SQL on open standards and lake-were products has been advocated. 
Executing data flows on data lakes as operational data repositories is of significant interest in finance. Hybrid 
data lakes comprising data lakewarehouses and deployed cloud services on different middleware are 
investigated both technically and business wise. New product functions for financial and risk data lake houses 
and specific domain case studies are presented. Monitoring of navy asset data lake operations is based on 
stakeholder inputs, data asset quality standards and health assurance metrics. 
Data management in data lakes, data lakewarehouses and multi-cloud environments is of significant interest 
within the scientific community. Holistic ELT data lake frameworks with auto-scaling performance-monitoring 
modelling have been presented. Requirements for federated lake-wheel cloud data analytics as well as 
benchmarking measurements for data retrieval performance are valuable contributions. Considerations when 
designing and implementing a cost-effective cloud lakehouse framework through applying open-source engines 
are discussed. CP-DL APIs for ingestion and querying that consider utility, fairness, privacy and safety aspects 
of people have been proposed. 
 

7. Security and Privacy Concerns 
 
Due to the nature of cloud computing services, cybersecurity and privacy are the most critical concerns of the 
current systems. While cloud providers typically check data before uploading algorithms, company-based 
information exchange and cloud utilization often involve collaboration with system developers and personal 
online data. Confidentiality issues regarding productivity and sensational data exist. Nevertheless, users are 
encouraged to trust the cloud vendor's ethical and legal compliance. For this reason, it is essential to create 
platform-independent protocols fulfilling tiered security requirements, including data confidentiality and 
integrity against unauthorized vendor access. As a supervisory authority, accountability processes play a critical 
role in maintaining algorithm integrity. Compliance verification is a complex process without appropriate 
analysis tools covering the whole stack of AI models and infrastructures. 
Information privacy acts purposely on identifiable data during processing and commercial use. As banks 
increasingly exchange user data with third-party vendors, their ability to interpret the data raises new privacy 
concerns. Consequently, an ethical file classification system is needed to map data to different applications and 
allow algorithm developers limited data access according to compliant policies. Trucks/events dangerous to 
life, as prescribed by laws, prevent potentially manipulable algorithms. Therefore, ethical transparency and 
compliance protocols must allow for external control of algorithms used for cloud computing but be shielded 
from implementation details. 

 
Fig 4: Data security and privacy in cloud computing. 

 
Data security is ensured using encryptions to a non-interfering environment at the cloud interface. The vendor 
knows only the encryption keys and cannot code or predict the optimization function. Therefore, functional 
distributions remain unknown in the AI model, and licensed parameter obfuscation limits the enumerable code 
access. The internal predictions are abstract, and a 1:1 mapping from public attributes to private files is 
impossible. As AI is constantly evolving with new architectures and topologies, identifying security risks is a 
non-polynomial (NP) problem that may require years to analyze. These necessary ethics will remain relevant 
even if evolution leads to ethical AI outpacing data privacy algorithms. 
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7.1. Data Security Measures 
Compliance to the security standards is a major concern for the cloud providers. Besides being the service 
providers, cloud providers must also provide platforms and services securing data access. Various studies were 
performed on several aspects of data protection in an active cloud environment. Enhancing data security 
measures along the cloud computing techspec while ensuring data protection from threats of various 
operational regions of the cloud should be crucially explored. Expressive languages that capture sensitive 
operational domains of the banking industry should be promoted to describe the cloud operations. This should 
equip compliance monitors to infer the operational state of the cloud instead of relying only on the proofs 
provided as transparency reports. Migrating such compliance regulators on the cloud should be also a topic of 
exploration. 
2. Cloud Computing Issues in Banking Industry 
In banking and finance, data are the digital assets over which cyber-attacks attempt to ex-filtrate stolen copies. 
Banking transactions pertaining to customers evolve and transform through operations by various applications 
that happen over a transactional database. These examined datasets encompass sensitive, real-time events that 
correspond to underlying physical-world processes that cannot be held longer than a maximum amount of time 
in contemporary epochs like in the case of streaming. For starting up these mass-storages of accumulated 
operational knowledge, AI/ML algorithms are to be mined over assembled, processed bases. In such inferences, 
compliant access to data brings in the vulnerability of revealing discs of information that must still guarantee 
data confidentiality. 
The banking and financial industry is heavily involved in cloud computing deployment. However, the 
regulatory milieu considerably abates risks while crippling innovative potentials. Therefore, specific cloud 
computing issues in the banking industry are to be investigated from the technical specification (techspec) 
standpoint of cloud services with respect to regulatory compliance. Such regulations speak of penal-code-level 
loss prevention, but do not offer any implementable controls. 
 
7.2. Privacy Regulations and Compliance 
Banks and financial institutions face many challenges regarding privacy regulations, compliance, and data 
security. Compliance with the General Data Protection Regulation (GDPR) is paramount. Banks have greatly 
increased their compliance, governance, and regulatory technology (regtech) capabilities since the introduction 
of GDPR, which triggered fines worth billions of Euros and led to increased reputational risk. Nevertheless, its 
large-scale and broad interpretation leads banks to manage an increasing number of so-called ambiguous 
definitions. All data relevant for compliance must be cached or pseudo-anonymized; otherwise, organizations 
can receive data regulations fines worth 2% to 4% of total global revenue. This means organizations must 
transform their data engineering and processing approaches to comply with privacy-preserving means. 
Employing retention policies, data caching policies, but also modified architectures to allow for anonymization 
means changing storage systems, ETL pipelines, data lakes, and more. This requires immense resources and 
time. This section discusses the implications of privacy regulations and compliance—from pseudonymization 
to multi-party computation, storage rights to data sovereignty—as knowledge bases. Regarding infrastructural 
challenges, this section outlines how banks can be encouraged to deploy AI services on the public cloud in a 
privacy-preserving way, or cloud service providers may even need to expose underlying hardware. Banks were 
cautious about moving to the cloud; however, with the COVID-19 crisis, many banks utilized cloud services 
during the on-premise infrastructure shutdown. Nevertheless, moving data to the public cloud introduces new 
challenges: the delivery and data sovereignty challenges, the storage and data rights challenges, as well as the 
new privacy regulations and compliance. 

 

8. Performance and Scalability 
 
Performance and Scalability are fundamental engineering goals of modern applications. Any architecture must 
meet these requirements to be deemed effective. This section first discusses performance and scalability in the 
context of the proposed architecture, then discusses the actual performance of the most resource-intensive 
components. 
Cloud and LoDevOps models are key technological components to achieving performance and scalability. 
Whatever computations need to be done at any given time, the Power Bank will always have access to a bank 
of powerful resources ready to service requests. The Processing Engines can be realized on demand and 
dynamically rolled out as Infrastructure-as-Code (IaC) modules. Once expanded, the model expects that the 
number of CPUs and GPUs is appropriately allocated among requests; knowing what computations need to be 
done, the architecture allows all components to intelligently distribute and maximize available resources in 
real-time. 
All components individually (except Cloud Security) can be remarkably scalable. The Machinations model of 
the Processing Engine proves that all components can extensively parallel and redundantly compute a single 
request (recruiting copies to process different slices of all data as the request is passed from one suspension to 
another), recovering the same results. The Rest API server can be expanded anywhere across the cloud thanks 
to dockerization. Among the main engine processes, the most resource-intensive components are the various 
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Machine Learning (ML) Models. The development of time-sensitive components (taxonomy, matching slice 
generation, and report queues) depends directly on collected data. These components can easily and quickly be 
rolled out in the cloud infrastructure and are not the bottleneck in system scalability. The scalability of the 
Document Processing component remains to be evaluated. 
 
8.1. Load Balancing Techniques 
Load balancing is one of the most serious issues that need to be addressed in order to guarantee connected 
performance characteristics in cloud computing. Load balancing distributes the workload equally over all nodes 
to decrease the load on a singular node, thus improving performance and minimizing cost. This work presents 
a survey of various hybrid load balancing algorithms in cloud computing. Both static and dynamic load 
balancers have their advantages and disadvantages. While static policies have better system stability and fewer 
processor communications, they do not utilize the new processors. Dynamic load balancers have better load 
balancing opportunities, but the overhead updates are more burdensome. Various hybrid load balancing 
algorithms have been proposed, some combining the merits of dynamic and static policies. These hybrid 
policies try to blend the advantages of particular static and dynamic algorithms and therefore comprehend 
superior results than their own elements. A new hybrid adaptive load balancing policy, called ARSS, is 
proposed, and comparative performance evaluations using simulation are presented. The ARSS here algorithm 
inherits the best qualities of these two techniques, achieves the good results, combined with a new processor to 
spare load in cloud computing. 
Cloud computing has emerged as a revolutionary technology that has fundamentally changed the computing 
paradigm. Cloud computing supports very efficient distribution and sharing of resources, such as processing 
power, storage, and bandwidth, while allowing variety in services such as software, platforms, and storage. As 
an indispensable part of the cloud computing industry, cloud services have recently evolved to support banks 
and insurance companies to start new business models and enhance productivity. In parallel with the flexible 
and effective use of the cloud, however, regulatory demands and risks have emerged for industries that affect 
many people, such as the banking and financial industry. Such industries are supposed to be highly regulated 
since a failure of operation, loss of confidentiality, or integrity could bring about considerable national and 
global risks. 
 
8.2. Elasticity in Cloud Infrastructure 
To better understand the elastic critique of cloud systems, it is worth first clarifying the definition of elasticity 
before addressing the current challenges of reasoned elastic cloud architecture and their observations on some 
cloud services and programming models. Elasticity is by convention interpreted as a proactive rather than 
reactive (or even passive) property. Even major providers now charge hourly rates to use machines due to the 
inherent resource wastage and latter resource down-regulation latency in elastic cloud systems. 
Elastic cloud systems still fail to provide responsible elasticity in cloud applications due to stateful elasticity 
challenges. In reasoning about cloud services and programming models, there are statefulness and scalability 
distinctions in such cloud systems. Additionally, cross-instance elasticity is posing difficulties of maintaining 
computation consistency for replicated data. At the level of canonical applications, non-general automation 
solutions for either batch-processing jobs or stream-processing jobs are in thought and de facto practice to find 
elastic resources for running applications statically before deploying the resource-application assignment even 
when the grand batch vs. streaming question persists. 
An agent-based scheme for reasoned elastic cloud systems is designed to provide the first canonical program 
representations to facilitate the property verification of cloud programs. The grammar-based synthesis 
technique of construction of service networks for independently executing cloud services by reasoning 
compositionally on cloud services is proposed to deal with uncertain costs in the interim runs and thus find the 
optimal execution services when uncertainty is resolved. An ongoing research direction is on efficient reasoning 
and synthesis of robust optimal plans for agents operating in large-scale, distributed, and uncertain 
environments. 
 

9. Case Studies 
 
Insights from existing cloud architecture introduced the cloud computing architecture model for banking 
industries. He argued that more specific models and architectural viewpoints need to be applied for a clearer 
understanding with no multiple viewpoints. He also provided a comparison of cloud computing architecture 
and usage in different companies for model comparison. The research concluded that sufficient data security 
strength must be considered for cloud computing. A clear and profound research is recommended on the 
security framework during the bank’s possible shared cloud environment or any situation of migrating to a 
cloud. Captured offences and breaches should be analyzable and it can be in privacy violators by the cloud 
service customer. Future researchers would be required to have extensive research on access control 
mechanisms of cloud computing for either relevant or government-sensitive documents to avoid possible 
common retrieval by unqualified elements. 
Technological insights in cloud computing. The cloud computing architecture issues and performance 
enhancement of a banking industry were discussed. The technological insights are explained in models, 
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decisions, hypotheses and predicted arguments. The design region of the cloud computing division is also 
discussed. The distinction of cloud computing architecture custom-built for both cash providing and investing 
banks presents cloud computing architectural decisions in twenty-two areas with a full discussion model on 
the cloud computing architecture of Dashen Bank. Cloud computing modelling for professional assessment is 
presented based on eight custom-made performance measurement classes for banking industries in cloud 
computing modelling. It is believed all regions of cloud computing modelling and its corresponding methods 
are fresh. The testbed of the performance assessment model of Dashen Bank’s cloud computing architecture 
laid down a scientific ground for gaining the real system in assessing the performance of a running system in 
cloud computing architecture modelling. Apart from being one of the underutilised information-processing 
techniques, the comprehensive research on cloud computing modelling is a limited study domain on its 
performance enhancement for banks. 
 
Equ 3: Cloud Cost Optimization Model. 

 
9.1. Successful AI Implementations in Banking  
Artificial Intelligence (AI) is such a global trend that is impossible for banks to ignore. AI technologies bring 
banks the probability of improving efficiency. However, when banks try to implement AI, they are confronted 
with problems in different areas. The first is that most banks discussed and applied AI technologies in a 
distributed and isolated way, with insufficient capital, personnel, and management resources. Especially for 
middle and small-sized banks, the challenges are extraordinary. Another aspect is the talent gap. Although the 
fame of Data Scientist has widely spread, it does not make AI technology readily applicable to all companies. 
Banks, relying on the massive data and complex systems, have unique advantages in IoT, however, there is still 
a long way before offering products round the clock. In the current self-service section, the human-computer 
interaction is still low. In turn, the limitations of financial data become apparent. As the data get higher 
dimensional and increasingly complex, more understanding is needed before making a decision, which leads 
to the request for a more intelligent comprehension method. The involvement of AI enables more workflows to 
be reconstructed and embedded in a framework of intelligence. 
According to a recent survey, most banks believe that AI has prominently improved efficiency, with the 
approval of risk management and intelligent service technologies, while the widely used product also covers 
compliance detection, fraud detection, and automatic service. Nevertheless, with positive opinions about the 
application, banks recognized similar challenges at the executive level. Model management is pointed out by 
the largest number of banks as the bottleneck of the AI application. Data quality is also highlighted by both 
managers and supervisors. Therefore, the banking structure has a large and complex data source, which is put 
into use at low efficiency. The reasons include but are not restricted to the legacy systems, highly dimensional 
and routine employed data, difficulty getting hold of the embedding meaning of data, strict control restriction 
on data access, and the unbalanced attention to AI methods. Both the feature rarity and the intricate financial 
contracts contribute to the difficulty and challenges for bringing them to the market. Although AI technologies 
are expected to boost the efficiency and profits of mid-size banks, the model will lower the perception. And how 
to handle the data and build confidence in the technology is a problem. 
 
9.2. Lessons Learned from Failures 
The mission of this paper was twofold: on the side of banking, to illustrate the compliance landscape that is 
relevant for banks who seek to tap into the capabilities of cloud computing for the analysis of customer data 
with the intent of applied AI use cases; on the side of cloud computing, to sketch an approach to compliance 
automation (Framework for Application of the Technology), with special emphasis on the lessons learned from 
early clients with respect to three challenges: how to tailor the compliance automation approach for specific 
regulations, how to expeditiously identify the technology standards that are relevant for a given regulation, and 
how to generate mappings that explain the expected effects of technology standards on regulatory controls. 
While both insights are relevant independently, they clearly also intersect in various ways. 
Bank regulators with authority over banks and cloud providers are generally distinct parties. Thankfully, there 
are signs of willingness to collaborate on this issue from both sides. For instance, Cloud Security Alliance’s 
principles for its Cloud Trust Protocol include principles that complement the ISO27000 series: compliance; 
interoperability; tooling. On the side of banking, a promising tangible initiative is the opportunity for cloud 
computing providers to apply for an EU certification for GDPR-compliance that is globally recognized. 
Learnings from early automation projects have spanned a wide variety of topics. Of particular importance is 
the necessity of broadening the technology palette by continuously identifying tech specs that are developable 
in automation projects, and the importance of accuracy, completeness, and engineer ability of tech specs in 
light of the interpretation needed. Compliance automation is an attention-worthy, challenging, and urgent area 
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for practical philosophy to contribute to. Lessons from early projects will hopefully inform downstream 
projects, leading to further advancements in compliance automation especially outside the well-charted, and 
instrumented, domain of GDPR with its industry certifications. 
 

10. Future Trends in AI and Cloud Computing 
 
The combined effects of cloud computing and AI in banking are expected to render traditional computing 
equipment and concepts obsolete. First, it has a significant economic impact. Significant improvements in 
productivity and efficiency are expected from cloud computing, as it allows tasks to be outsourced and AI-based 
Cloud Computing services to be employed. Banks and fintechs are therefore expected to reduce costs by 
employing these services. By scaling, organizations can improve their profitability, enabling them to contract 
more workers and possibly obliterating the need for traditional computing. 
Another effect of the conjunction of regulatory restrictions and AI is the improvement of the compliance of AI 
and cloud computing. Regulation consists of restrictions whose goal is to increase safety and reliability, and 
reduce trust issues, which is a collective term for security and privacy issues. The barriers to entry of the 
banking industry in relation to AI and cloud computing can be mitigated by abiding by these regulations. So 
for a financial organization, it would need to comply with many regulations, each with many controls which 
consist of many requirements. In a highly regulated industry such as the banking sector, compliance with these 
standards is complex and expensive due to their size. 
In addition to tier1 regulation, significant regulatory compliance costs are imposed on tier two regulations from 
local supervisory authorities and further non-regulatory compliance specifications such as industry standards. 
Furthermore, newer banking technologies such as AI and Cloud Computing have introduced differences in the 
regulation. These differences lead to many new tech specs; some of these work with the older regulation, while 
others work just for the new technology. 

 
Fig 5: Future Trends in AI and Cloud Computing. 

 
10.1. Emerging Technologies 
The rapid evolution of technologies like artificial intelligence (AI) and the pressing demand for alternative 
delivery models in banking have spurred banks and FinTechs into R&D. Emerging competencies such as 
“digital twins,” as applied to customer behavior, user experience, and requirements prediction, alongside 
generative AI’s capabilities allowing for vivid multimedia generation from text, have augmented this drive 
toward innovation. Recently, R&D in AI has taken on an additional urgency as regulatory scrutiny toward data, 
bias, and model interpretability mount. A confluence of recent regulations across numerous countries is 
embedding requirements for accountability and inclusivity technology as national digital agendas. Additional 
requirements to regulate high-risk AI and enable ethics by design have poured forth from the European 
Commission, scrutinizing the incumbents. There is a nascent ecosystem formed by the combination of 
regulators, standard-setting authorities, and independent oversight bodies aiming to embed BES risks across 
financial systems. 
Regulatory pressures to comply with the Basel Accords and limit short-maturity liquidity mismatch on banks’ 
balance sheets have ignited the push for Digital Cash, programmable digital currencies issued by the Public 
Sector (DPSP). Given the early phase of the technology and putative risks attached to Central Bank Digital 
Currency (CBDC), incumbents have focused on private options to offer stable coins backed by deposits or 
securities. Such instruments promise the provision of an ‘off-ramp’ for any assets moving outside the 
incorporated banking sector. Allied technologies can greatly improve payment efficiency and lethargy, moving 
payment systems on to blockchain-based systems and interface with AI for instantly transactional capabilities. 
Implementations are thus nascent, driven by incumbent behemoths through acquisitions, seeking acquisitions, 
established partnerships, or markets. Of the world’s leading finance and tech houses, these have raised billions 
to fund R&D. Incumbents’ battle for the future of finance has an extensive canvas on which to fight on. 
 
10.2. Predicted Regulatory Changes 
By controlling the zoom level of the model window, operations like zooming in, zooming out, and panning can 
be performed more intuitively. Depending on the accessibility of various access points in cooperation with map 
scaling and the size of the operation window, key providers need to plan ahead and find ways to optimize model 
performance. The advanced integration of AI to the banking functions potentially produce personalized 
experience while improving operational efficiency, however, unintended misuse of predictive models without 
necessary reporting and human monitoring could potentially lead to bad debt, discrimination, and monetary 
loss. 
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Globally, the financial services industry is probably among the most strictly regulated sectors of activity with 
dynamically changing policies in response to various systemic risks. The regulatory reporting requirements for 
AI applications in business location selection, active-feedback evaluation, credit extension decision making re-
allocation, personalized banking service digital marketing campaign could either be general policy rules or 
model architecture and design constraints such as constraints on details of input feature selection, 
score/prediction policy, and data usage control. The regulatory reporting content required could range from a 
paragraph describing the adoption goals and analysis methodologies for new service or product development 
and risk exposure performance prediction to submit code libraries of the model for technical assessment on 
compliance adherence. The development complexity could be multi-fold to accommodate the regulatory 
reporting requirements with most of the efforts in delivering intuitive understandable model analysis 
justifications across the confines of AI model's explainability. 
Though such a reactive approach could mimic model reverse engineering without needing up-front 
collaboration with the services the AI model is intended for, excessive pressure on model understanding could 
drain developers' efforts which otherwise could be devoted to upstream innovation like feature engineering or 
ensemble complement, thus damaging financial services' growth and accomplishment of related societal value. 
Global financial regulators should identify key metrics for the expectations on AI framework, process, and 
application before defining the underlying rules and evaluation methodologies at a relatively abstract level at 
first to disallow loopholes, hold broad consultations with industry, enforce strict yet fair monitoring and 
sanctions on different severity levels, and update rules periodically and quickly to adapt to the nascent 
development space of AI. 
 

11. Conclusion 
 
The success of generative AI and modern large language models (LLMs) is driving the urgency among financial 
institutions and their regulators to better understand and govern this technology within the context of existing 
uses in the financial services industry. Implementing new generative AI in finance presents opportunities but 
is coupled with significant technology, operational, regulatory, and reputational risks. This article sought to 
assist FIs in bridging the regulatory gap by reviewing the current state of generative AI governance within 
applicable regulations and examining evolving best practices from across the financial services industry. The 
technical uniqueness of generative AI and LLMs does not materially alter existing standards and obligations 
that already apply to AI systems in finance, and it has been made clear by regulators that developments in this 
technology are not exempt from scrutiny. With a rapidly evolving technology and regulatory landscape, it is 
abundantly clear that there remains much work to be done for all stakeholders. In particular, there is a need 
for ongoing dialogue by and among FIs, regulators, and other stakeholders to develop greater understanding 
of the technology, risks, and best practices. 

 

 
Fig 6: Cloud computing in the banking industry. 

 
Further clarification by regulators of any differential treatment that may arise from first principles in specific 
product contexts would also be beneficial for policy coherence and a level regulatory playing field. Additionally, 
regulatory coordination among jurisdictions and within international fora will also be vital for achieving greater 
consistency across jurisdictions and reducing the risk of regulatory arbitrage. Ultimately, true understanding 
of the technology will be vital for designing and implementing effective regulation while avoiding unintended 
consequences, over-regulation, or innovation-freeze. Regulators should also continue to leverage the insight 
and expertise of financial services professionals and business leaders in shaping policy. Finally, regulators have 
emphasized the importance of technological neutrality in regulation—regulation should not favor or restrain 
particular technologies. While specific capabilities or outputs may require specific guardrails, in general terms 
financial institutions should be free to employ the technologies they deem appropriate (including generative 
AI) to develop products, services, and tools to further their business objectives. Such choices should respect 
existing regulatory standards and obligations. 
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